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Legal Information

The information provided in this document contains general descriptions, technical
characteristics and/or recommendations related to products/solutions.

This document is not intended as a substitute for a detailed study or operational and
site-specific development or schematic plan. It is not to be used for determining
suitability or reliability of the products/solutions for specific user applications. It is the
duty of any such user to perform or have any professional expert of its choice
(integrator, specifier or the like) perform the appropriate and comprehensive risk
analysis, evaluation and testing of the products/solutions with respect to the relevant
specific application or use thereof.

The Schneider Electric brand and any trademarks of Schneider Electric SE and its
subsidiaries referred to in this document are the property of Schneider Electric SE or
its subsidiaries. All other brands may be trademarks of their respective owner.

This document and its content are protected under applicable copyright laws and
provided for informative use only. No part of this document may be reproduced or
transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), for any purpose, without the prior written permission of
Schneider Electric.

Schneider Electric does not grant any right or license for commercial use of the
document or its content, except for a non-exclusive and personal license to consult it
on an "as is" basis.

Schneider Electric reserves the right to make changes or updates with respect to or in
the content of this document or the format thereof, at any time without notice.

To the extent permitted by applicable law, no responsibility or liability is
assumed by Schneider Electric and its subsidiaries for any errors or omissions
in the informational content of this document, as well as any non-intended use
or misuse of the content thereof.
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Safety Information

Important Information

Please Note

Read these instructions carefully, and look at the equipment to become familiar
with the device before trying to install, operate, service, or maintain it. The
following special messages may appear throughout this documentation or on the
equipment to warn of potential hazards or to call attention to information that
clarifies or simplifies a procedure.

The addition of this symbol to a “Danger” or “Warning” safety label indicates that an
electrical hazard exists which will result in personal injury if the instructions are not
followed.

hazards. Obey all safety messages that follow this symbol to avoid possible injury or
death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

2 This is the safety alert symbol. It is used to alert you to potential personal injury

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.

BRU32661.02
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Qualification of Personnel

Intended Use

Only appropriately trained persons who are familiar with and understand the
contents of this manual and all other pertinent product documentation are
authorized to work on and with this product. In addition, these persons must have
received safety training to recognize and avoid hazards involved. These persons
must have sufficient technical training, knowledge and experience and be able to
foresee and detect potential hazards that may be caused by using the product, by
changing the settings and by the mechanical, electrical and electronic equipment
of the entire system in which the product is used. All persons working on and with
the product must be fully familiar with all applicable standards, directives, and
accident prevention regulations when performing such work.

This product is intended for industrial use according to this manual.

The product may only be used in compliance with all applicable safety standard
and local regulations and directives, the specified requirements and the technical
data. The product must be installed outside the hazardous ATEX zone. Prior to
using the product, you must perform a risk assessment in view of the planned
application. Based on the results, the appropriate safety measures must be
implemented. Since the product is used as a component in an entire system, you
must ensure the safety of persons by means of the design of this entire system (for
example, machine design). Any use other than the use explicitly permitted is
prohibited and can result in hazards.

BRU32661.02
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About the document

Document Scope

Validity Note

The purpose of this document is to provide information about the PROFIsafe
module and supported safety functions.

Original instructions and information given in the present document have been
written in English (before optional translation).

This documentation is valid for the Altivar Machine ATV340, ATV340N4 and
ATV340N4E drives. For more details about the supported references, refer
regularly to the latest update of the SAFETY MODULE TUV CERTIFICATE on
WWW.se.com.

The characteristics of the products described in this document are intended to
match the characteristics that are available on www.se.com. As part of our
corporate strategy for constant improvement, we may revise the content over time
to enhance clarity and accuracy. If you see a difference between the
characteristics in this document and the characteristics on www.se.com, consider
www.se.com to contain the latest information.

Product Related Information

Read and understand these instructions before performing any procedure with this device.

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

* Only appropriately trained persons who are familiar with and fully understand the contents of the present
manual and all other pertinent product documentation and who have received all necessary training to
recognize and avoid hazards involved are authorized to work on and with this device system.

+ Installation, adjustment, repair and maintenance must be performed by qualified personnel.

» Verify compliance with all local and national electrical code requirements as well as all other applicable
regulations with respect to grounding of all equipment.

» Only use properly rated, electrically insulated tools and measuring equipment.

* Do not touch unshielded components or terminals with voltage present.

» Prior to performing any type of work on the device system, block the motor shaft to prevent rotation.
* Insulate both ends of unused conductors of the motor cable.

» Do not short across the DC bus terminals or the DC bus capacitors or the braking resistor terminals.
Failure to follow these instructions will result in death or serious injury.

BRU32661.02
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A ADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

Before performing work on the device system:

» Disconnect all power, including external control power that may be present. Take into account that the
circuit breaker or main switch does not de-energize all circuits.

+ Place a “Do Not Turn On” label on all power switches related to the device system.

+ Lock all power switches in the open position.

+  Wiait 15 minutes to allow the DC bus capacitors to discharge.

» Verify the absence of voltage. (1)

Before applying voltage to the device system:

» Verify that the work has been completed and that the entire installation cannot cause hazards.

+ If the mains input terminals and the motor output terminals have been grounded and short-circuited,
remove the ground and the short circuits on the mains input terminals and the motor output terminals.

+ Verify proper grounding of all equipment.
» Verify that all protective equipment such as covers, doors, grids is installed and/or closed.

Failure to follow these instructions will result in death or serious injury.

(1) Refer to Verifying the Absence of Voltage in the Installation manual of the product.

Damaged products or accessories may cause electric shock or unanticipated equipment operation.

A ADANGER

ELECTRIC SHOCK OR UNANTICIPATED EQUIPMENT OPERATION

Do not use damaged products or accessories.

Failure to follow these instructions will result in death or serious injury.

Contact your local Schneider Electric sales office if you detect any damage whatsoever.

This equipment has been designed to operate outside of any hazardous location. Only install this equipment in
zones known to be free of a hazardous atmosphere.

ADANGER

POTENTIAL FOR EXPLOSION
Install and use this equipment in non-hazardous locations only.

Failure to follow these instructions will result in death or serious injury.

8 BRU32661.02
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Your application consists of a whole range of different interrelated mechanical, electrical, and electronic
components, the device being just one part of the application. The device by itself is neither intended to nor
capable of providing the entire functionality to meet all safety-related requirements that apply to your
application. Depending on the application and the corresponding risk assessment to be conducted by you, a
whole variety of additional equipment is required such as, but not limited to, external encoders, external brakes,
external monitoring devices, guards, etc.

As a designer/manufacturer of machines, you must be familiar with and observe all standards that apply to your
machine. You must conduct a risk assessment and determine the appropriate Performance Level (PL) and/or
Safety Integrity Level (SIL) and design and build your machine in compliance with all applicable standards. In
doing so, you must consider the interrelation of all components of the machine. In addition, you must provide
instructions for use that enable the user of your machine to perform any type of work on and with the machine
such as operation and maintenance in a safe manner.

The present document assumes that you are fully aware of all normative standards and requirements that apply
to your application. Since the device cannot provide all safety-related functionality for your entire application,
you must ensure that the required Performance Level and/or Safety Integrity Level is reached by installing all
necessary additional equipment.

AWARNING

INSUFFICIENT PERFORMANCE LEVEL/SAFETY INTEGRITY LEVEL AND/OR UNINTENDED
EQUIPMENT OPERATION

» Conduct a risk assessment according to EN ISO 12100 and all other standards that apply to your
application.

+ Use redundant components and/or control paths for all critical control functions identified in your risk
assessment.

» Implement all monitoring functions required to avoid any type of hazard identified in your risk assessment,
for example, slipping or falling loads, in particular, if you do not operate the drive in closed loop mode
which provides certain internal monitoring functions such as BRH3 [BRH b3], BRH4 [BRH b4] and BRH5
[BRH b5].

» Verify that the service life of all individual components used in your application is sufficient for the intended
service life of your overall application.

+ Perform extensive commissioning tests for all potential error situations to verify the effectiveness of the
safety-related functions and monitoring functions implemented, for example, but not limited to, speed
monitoring by means of encoders, short circuit monitoring for all connected equipment, correct operation
of brakes and guards.

+ Perform extensive commissioning tests for all potential error situations to verify that the load can be
brought to a safe stop under all conditions.

Failure to follow these instructions can result in death, serious injury, or equipment damage.

A specific application note NHA80973 is available on hoisting machines and can be downloaded on se.com.

Product may perform unexpected movements because of incorrect wiring, incorrect settings, incorrect data or
other errors.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION
» Carefully install the wiring in accordance with the EMC requirements.

* Do not operate the product with unknown or unsuitable settings or data.
* Perform a comprehensive commissioning test.

Failure to follow these instructions can result in death, serious injury, or equipment damage.

BRU32661.02 9
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AWARNING

LOSS OF CONTROL

» The designer of any control scheme must consider the potential failure modes of control paths and, for
critical control functions, provide a means to achieve a safe state during and after a path failure. Examples
of critical control functions are emergency stop, overtravel stop, power outage and restart.

» Separate or redundant control paths must be provided for critical control functions.

» System control paths may include communication links. Consideration must be given to the implications of
unanticipated transmission delays or failures of the link.

» Observe all accident prevention regulations and local safety guidelines (1).

« Each implementation of the product must be individually and thoroughly tested for proper operation before
being placed into service.

Failure to follow these instructions can result in death, serious injury, or equipment damage.

(1) For USA: Additional information, refer to NEMA ICS 1.1 (latest edition), Safety Guidelines for the
Application, Installation, and Maintenance of Solid State Control and to NEMA ICS 7.1 (latest edition), Safety
Standards for Construction and Guide for Selection, Installation and Operation of Adjustable-Speed Drive
Systems.

General Cybersecurity Information

In recent years, the growing number of networked machines and production plants
has seen a corresponding increase in the potential for cyber threats, such as
unauthorized access, data breaches, and operational disruptions. You must,
therefore, consider all possible cybersecurity measures to help protect assets and
systems against such threats.

To help keep your Schneider Electric products secure and protected, it is in your
best interest to implement the cybersecurity best practices as described in the
Cybersecurity Best Practices document.

Schneider Electric provides additional information and assistance:
» Subscribe to the Schneider Electric security newsletter.
» Visit the Cybersecurity Support Portal web page to:
o Find Security Notifications.
o Report vulnerabilities and incidents.

+ Visit the Schneider Electric Cybersecurity and Data Protection Posture web
page to:

o Access the cybersecurity posture.
o Learn more about cybersecurity in the cybersecurity academy.
o Explore the cybersecurity services from Schneider Electric.

10 BRU32661.02
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Environmental Data

The Environmental Data Program is a framework

for how we measure, categorize, and compare
the environmental attributes and footprint of our
products.

Using a rigorous, fact-based methodology, the
program provides environmental data from
across the product lifecycle.

Five data categories across the product lifecycle

Repack &
remanufacture

Related Documents

O

Materials & substances

G

v

Environmental
footprint

Energy
efficiency

<)

Life time extension

Use Better: How sustainable a product is,
including environmental footprint, materials and
substances, packaging, and energy efficiency.

Use Longer: How a product’s life time can be
effectively extended in terms of repairability and
updatability.

Use Again: How a product can be reused, from
dismantling and remanufacturing to recyclability
and manufacturer take back.

With this transparent, verified data, customers
and partners are empowered to make conscious
environmental choices and accurately evaluate
and report on sustainability performance.

All our hardware offers have an associated
environmental data available on se.com product
pages.

Refer to Environmental Data Program for more
information.

Use your tablet or your PC to quickly access detailed and comprehensive
information on all our products on www.se.com.

The internet site provides the information you need for products and solutions:

+ The whole catalog for detailed characteristics and selection guides,

» The CAD files to help design your installation, available in over 20 different file

formats,

» All software and firmware to maintain your installation up to date,

* Alarge quantity of White Papers, Environment documents, Application
solutions, Specifications... to gain a better understanding of our electrical
systems and equipment or automation,

» And finally all the User Guides related to your drive, listed below:

Title of Documentation

Reference number

ATV340 Catalog

DIA2ED2160701EN (English)

DIA2ED2160701FR (French)

ATV340 Getting Started - Video

FA367923 FAQ (English)

A

| spring

1 £
Lifels®n | Schneider

inal connectors.

ATV340 Getting Started

NVE37643 (English)

NVE37642 (French)
NVE37644 (German)
NVE37646 (Spanish)

NVE37647 (ltalian)
NVE37648 (Chinese)
NVE37643PT (Portuguese)

ATV340 Getting Started Annex (SCCR)

NVE37641 (English)

Wiring Diagrams for Frame Sizes S1, S2, S3

NVE97896 (English)

ATV340 Installation Manual

NVE61069 (English)

NVEG1078 (Italian)

BRU32661.02
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Title of Documentation

Reference number

NVE61071 (French)
NVE61074 (German)

NVE61075 (Spanish)

NVE61079 (Chinese)
NVEG61069PT (Portuguese)

NVEG1069TR (Turkish)

ATV340 Programming Manual

NVE61643 (English)
NVEG61644 (French)

NVEG61645 (German)
NVE61647 (Spanish)

NVE61648 (ltalian)
NVEG61649 (Chinese)
NVE61643PT (Portuguese)
NVE61643TR (Turkish)

ATV340 Modbus manual (Embedded)

NVEG61654 (English)

ATV340 Ethernet manual (Embedded)

NVE61653 (English)

ATV340 DeviceNet manual (VW3A3609)

NVE61683 (English)

Altivar dPAC Module user guide (VW3A3530D)

NNZ13577 (English)

ATV340 PROFIsafe manual (VW3A3807)

BRU32661 (English)

ATV340 PROFINET manual (VW3A3627)

NVE61678 (English)

ATV340 PROFINET manual (VW3A3647)

BQT46621 (English)

ATV340 CANopen manual (VW3A3608, 618, 628)

NVE61655 (English)

ATV340 POWERLINK manual - (VW3A3619)

NVE61681 (English)

ATV340 EtherCAT manual - (VW3A3601)

NVE61686 (English)

ATV340 Communication Parameters

NVE61728 (English)

ATV340 Embedded Safety Function Manual

NVE64143 (English)

ATV340 DC Bus Sharing Technical Note PHA25027

PHA25027 (English)

ATV340 Safety functions Manual with Module
VW3A3802

NVE61741 (English)
NVE61742 (French)

NVE61745 (German)
NVE61747 (Spanish)

NVEG1749 (ltalian)
NVE61752 (Chinese)
NVE61741PT (Portuguese)
NVE61741TR (Turkish)

ATV340 CIP Safety functions manual with Module
VW3A3809

JYT89148 (English)

Modicon M580, Safety Manual

QGH46982 (English)

SoMove FDT

SoMove_FDT (English, French, German, Spanish, Italian, Chinese)

Altivar 340: DTM

ATV340_DTM_Library_EN (English)
ATV340_DTM_Lang_FR (French)
ATV340_DTM_Lang_DE (German)

ATV340_DTM_Lang_SP (Spanish)
ATV340 DTM_Lang_IT (ltalian)
ATV340_DTM_Lang_CN (Chinese)

Altivar Application Note for Hoisting

NHAB80973 (English)

Recommended Cybersecurity Best Practices

CS-Best-Practices-2019-340 (English)

Schneider Electric VDMA66413 reliability values
Libraries

Catolog: Reliability_values (English)

VW3A3647 PROFInet Certificate

VW3A3647 PROFInet Certificate (English)

PROFISAFE TUV certification

SAFETY MODULE TUV CERTIFICATE (English)

To find documents online, visit the Schneider Electric download center
(www.se.com/ww/en/download/).

Information on Non-Inclusive or Insensitive Terminology

As a responsible, inclusive company, Schneider Electric is constantly updating its
communications and products that contain non-inclusive or insensitive terminology.
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However, despite these efforts, our content may still contain terms that are deemed
inappropriate by some customers.

Terminology used in this document

The technical terms, terminology, and the corresponding descriptions in this
manual normally use the terms or definitions in the relevant standards.

Among others, these standards include:
+ 1SO 13849: The Foundation of Functional Safety in the Machinery

+ |EC 60204-1: Safety of machinery - Electrical equipment of machines — Part 1:
General requirements.

+ |EC 61010: Safety requirements for electrical equipment for measurement,
control, and laboratory use.

» |EC 61158 series: Industrial communication networks - Fieldbus specifications

+ |EC 61508 Ed.2 series: Functional safety of electrical/electronic/
programmable electronic safety-related.

« |EC 61784 series: Industrial communication networks - Profiles.

* |EC 61784-5-3: Industrial communication networks - Profiles - Part 5-3:
Installation of fieldbuses - Installation profiles for CPF 3

» |EC 61800 series: Adjustable speed electrical power drive systems.

« |EC 61918: Industrial communication networks - Installation of communication
networks in industrial premises.

» |EC 62443: Security for industrial automation and control systems.

In the area of drive systems this includes, but is not limited to, terms such as error,
error message, failure, fault, fault reset, protection, safe state, safety
function, warning, warning message, and so on.

In addition, the term zone of operation is used in conjunction with the description
of specific hazards, and is defined as it is for a hazard zone or danger zone in the
EC Machinery Directive (2006/42/EC) and in ISO 12100-1.

Structure of the Parameter Table — General Legend

Pictogram

Description

®

Power cycle must be performed after setting this parameter.

o

Read only parameter, mainly used for monitoring.

Expert mode required to access this parameter.

Contact us

Select your country on www.se.com/contact.
Schneider Electric Industries SAS

Head Office

35, rue Joseph Monier

92500 Rueil-Malmaison

France

BRU32661.02
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Introduction

Overview

The safety function STO (Safe Torque Off) does not remove power from the DC
bus. The safety function STO only removes power to the motor. The DC bus
voltage and the mains voltage to the safety drive are still present.

AADANGER

HAZARD OF ELECTRIC SHOCK

» Do not use the safety function STO for any other purposes than its intended
function.

» Use an appropriate switch, that is not part of the circuit of the safety function
STO, to disconnect the product from the mains power.

Failure to follow these instructions will result in death or serious injury.

AWARNING

INSUFFICIENT DECELERATION OR UNINTENDED EQUIPMENT
OPERATION

Verify that decelerating in freewheel when the safety function STO is triggered
does not result in unsafe conditions.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

When the safety function STO is triggered, the power stage is immediately

disabled. In the case of vertical applications or external forces acting on the motor

shaft, you may have to take additional measures to bring the motor to a standstill

and to keep it at a standstill when the safety function STO is used, for example, by

using a service brake.

AWARNING

INSUFFICIENT DECELERATION OR UNINTENDED EQUIPMENT
OPERATION

» Verify that using the safety function STO does not result in unsafe
conditions.

» If standstill is required in your application, ensure that the motor comes to a
secure standstill when the safety function STO is used.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

BRU32661.02
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AWARNING

INEFFECTIVE SAFETY FUNCTIONS

» Verify that a risk assessment as per ISO 12100-1 and/or any other
equivalent assessment has been performed before this product is used.

» Verify that only persons who are trained and certified experts in safety
engineering and who are familiar with all safety-related standards,
provisions, and regulations such as, but not limited to, IEC 61800-5-2 work
with this product.

» Verify that only persons who are thoroughly familiar with the safety-related
applications and the non-safety-related applications as well as the hardware
used to operate the machine/process, work with this product.

« After any transfer of safety configuration to the safety drive, verify the correct
operation and effectiveness of all functions by performing comprehensive
tests for all operating states, the defined safe state, and all potential error
situations.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION

» Only start the machine/process if there are no persons or obstructions in the
zone of operation.

» Only make modifications of any type whatsoever, including, but not limited
to, parameter values, settings, configurations, hardware, if you fully
understand all effects of such modifications.

» Verify that modifications do not compromise or reduce the Safety Integrity
Level (SIL), Performance Level (PL) and/or any other safety-related
requirements and capabilities defined for your machine/process.

+ After modifications of any type whatsoever, restart the machine/process and
verify the correct operation and effectiveness of all functions by performing
comprehensive tests for all operating states, the defined safe state, and all
potential error situations.

» If you have to commission or recommission the machine/process, perform a
commissioning test pursuant to all regulations, standards, and process
definitions applicable to your machine/process.

» Document all modifications in compliance with all regulations, standards,
and process definitions applicable to your machine/process.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

PROFIsafe module (VW3A3807) provides networked safety functions via a
PROFInet network.

The safety functions supported by the safety module VW3A3807 are intended to
maintain the safe condition or prevent hazardous conditions. In some cases,
external safety-related systems (for example a mechanical brake) may be
necessary to maintain the safe condition when electrical power is removed.

The configuration of the PROFIsafe module can only be done via the
commissioning software TIA Portal and Altivar DTM.

The PROFIsafe module is compliant with the software version from V4.3IE37_B23
and above of Altivar Machine ATV340 drives. If this requirement is not respected,
an [Internal Error 6] N6 is triggered. For more information about [Internal
Error 6] 1NF6, refer to Detected Errors, page 105.

The Altivar Machine ATV 340 drives are compliant with the requirements of the
standards in terms of implementation of the safety functions.
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The term "safety drive" which is used in this document refers to the drive with the

PROFIsafe module inserted.

Supported Safety Functions as Defined by IEC 61800-5-2

Acro- Description
nym
STO Safe Torque Off
No power that could cause torque or force is supplied to the motor.
SMS Safe Maximum Speed
The safety function SMS prevents the speed of the motor from exceeding the specified
speed limit. If the motor speed exceeds the specified speed limit value, safety function
STO or SS1 is triggered. The safety function SMS does not limit the frequency
reference value.
SLS Safely-Limited Speed
The safety function SLS prevents the motor from exceeding the specified speed limit. If
the motor speed exceeds the specified speed limit value, safety function STO is
triggered.
SS1 Safe Stop 1
* Initiates and monitors the motor deceleration rate within set limits to stop the
motor.
» Triggers the safety function STO when the motor speed is below the specified
limit.

BRU32661.02
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Certifications

EC Declaration of Conformity

The EC Declaration of Conformity for the EMC Directive can be obtained on www.
se.com.

Functional Safety Certification

The integrated safety functions are compatible and certified according to IEC
61800-5-2 Ed.2 Adjustable speed electrical power drive systems - Part 5-2: Safety
requirements - Functional.

IEC 61800-5-2, as a product standard, sets out safety-related considerations of
Power Drive System Safety Related PDS (SR)s in terms of the framework of the
IEC 61508 Ed.2 series of standards.

Compliance with the IEC 61800-5-2 standard, for the safety functions described
below, facilitate incorporation of a PDS (SR) (Power Drive System suitable for use
in safety-related applications) into a safety-related control system using the
principles of IEC 61508, or IEC 13849-1, as well as IEC 62061 for process
systems and machinery.

The defined safety functions are:

» SIL2 and SIL3 capability in compliance with IEC 61800-5-2 and the IEC
61508 Ed.2 series.

» Performance level d and e in compliance with ISO 13849-1.
» Compliant with ISO 13849-1 up to Category 3.
Also refer to safety function Capability.

The safety demand operating mode is considered to be high demand or
continuous mode of operation according to the IEC 61800-5-2 standard.

The functional safety certificate is accessible on SAFETY MODULE TUV
CERTIFICATE.

18 BRU32661.02


https://www.se.com/fr/fr/download/document/SAFETY_MODULE_TUV_CERTIFICATE/
https://www.se.com/fr/fr/download/document/SAFETY_MODULE_TUV_CERTIFICATE/

Cyber Security

Variable Speed Drives

Cyber Security

Overview

The objective of Cybersecurity is to help provide increased levels of protection for
information and physical assets from theft, corruption, misuse, or accidents while
maintaining access for their intended users.

No single Cybersecurity approach is adequate. Schneider Electric recommends a
defense-in-depth approach. Conceived by the National Security Agency (NSA),
this approach layers the network with security features, appliances, and
processes.

The basic components of this approach are:
* Risk assessment
* A security plan built on the results of the risk assessment
* A multi-phase training campaign

* Physical separation of the industrial networks from enterprise networks using
a demilitarized zone (DMZ) and the use of firewalls and routing to establish
other security zones

» System access control
» Device hardening
» Network monitoring and maintenance

Protected Environment Assumptions

Machines, controllers, and related equipment are usually integrated into networks.
Unauthorized persons and malware may gain access to the machine as well as to
other devices on the network/fieldbus of the machine and connected networks via
insufficiently secure access to software and networks.

AWARNING

UNAUTHORIZED ACCESS TO THE MACHINE VIA SOFTWARE AND
NETWORKS

* In your hazard and risk analysis, consider all hazards that result from access
to and operation on the network/fieldbus and develop an appropriate cyber
security concept.

» Verify that the hardware infrastructure and the software infrastructure into
which the machine is integrated as well as all organizational measures and
rules covering access to this infrastructure consider the results of the hazard
and risk analysis and are implemented according to best practices and
standards covering IT security and cyber security (such as: ISO/IEC 27000
series, Common Criteria for Information Technology Security Evaluation,
ISO/ IEC 15408, IEC 62351, ISA/IEC 62443, NIST Cybersecurity
Framework, Information Security Forum - Standard of Good Practice for
Information Security, SE recommended Cybersecurity Best Practices™).

» Verify the effectiveness of your IT security and cyber security systems using
appropriate, proven methods.

Failure to follow these instructions can result in death, serious injury, or

equipment damage.

(*) : SE Recommended Cybersecurity Best Practices can be downloaded on SE.
com.

BRU32661.02
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Variable Speed Drives Cyber Security

Security Policy

The device does not have the capability to transmit data encrypted using the
following protocols: HTTP, Modbus slave over serial, Modbus slave over Ethernet,
EtherNet/IP, PROFInet, SNMP, SNTP. If other users gained access to your
network, transmitted information can be disclosed or subject to tampering.

AWARNING

CYBERSECURITY HAZARD

« For transmitting data over an internal network, physically or logically
segment the network, the access to the internal network needs to be
restricted by using standard controls such as firewalls.

+ For transmitting data over an external network, encrypt protocol
transmissions over all external connections using an encrypted tunnel, TLS
wrapper or a similar solution.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

For detailed information about cybersecurity policy for the PROFIsafe
environment, please refer to the ATV340 Programming manual, page 11.
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Functional Safety

Automation and safety engineering are two areas that were completely separate
in the past but have recently become more and more integrated.

The engineering and installation of complex automation solutions are greatly
simplified by integrated safety functions.

Usually, the safety engineering requirements depend on the application.

The level of requirements results from the risk and the hazard potential arising
from the specific application.

IEC 61508 Standard

The standard IEC 61508 Functional safety of electrical/electronic/programmable
electronic safety-related systems covers the safety-related function.

Instead of a single component, an entire function chain (for example, from a
sensor through the logical processing units to the actuator) is considered as a unit.

This function chain must meet the requirements of the specific safety integrity
level as a whole.

Systems and components that can be used in various applications for safety tasks
with comparable risk levels can be developed on this basis.

SIL - Safety Integrity Level

The standard IEC 61508 defines 4 safety integrity levels (SIL) for safety functions.
SIL1 is the lowest level and SIL4 is the highest level.

A hazard and risk analysis serves as a basis for determining the required safety
integrity level.

This is used to decide whether the relevant function chain is to be considered as a
safety function and which hazard potential it must cover.

PFH - Probability of a Dangerous Hardware Failure Per

Hour

To maintain the safety function, the IEC 61508 standard requires various levels of
measures for avoiding and controlling detected faults, depending on the required
SIL.

All components of a safety function must be subjected to a probability assessment
to evaluate the effectiveness of the measures implemented for controlling
detected faults.

This assessment determined the PFH (Average frequency of dangerous failure)
for a safety system.

This is the probability per hour that a safety system fails in a hazardous manner
and the safety function cannot be correctly executed.

BRU32661.02
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Depending on the SIL, the PFH must not exceed certain values for the entire
safety system.

The individual PFH values of a function chain are added. The result must not
exceed the maximum value specified in the standard.

Safety Average frequency of dangerous failure (PFH) at high demand or
Integrity Level | continuous demand

4 >107°..<10®

3 >10%..<107

? >107...<10°

! >10°..<10°°

PL - Performance Level

HFT - Hardware
Fraction

The standard ISO 13849-1 defines 5 Performance levels (PL) for safety functions.
ais the lowest level and e is the highest level.

Five levels (a, b, c, d, and e) correspond to different values of Average frequency
of dangerous failure.

Performance Probability of a dangerous Hardware Failure per Hour

level

° >10%..<107

d -7 -6
>10"...<10

c . ~
>107°..<3*10°°

b ~ _
>3*10°..<10°

a _ _
>10°..<10™

Fault Tolerance and SFF - Safe Failure

Depending on the SIL for the safety system, the IEC 61508 standard requires a
specific hardware fault tolerance HFT in connection with a specific proportion of
safe failures SFF (Safe Failure Fraction).

The hardware fault tolerance is the ability of a system to execute the required
safety function in spite of the presence of one or more hardware faults.

The SFF of a system is defined as the ratio of the rate of safe failures and
dangerous detected failures to the total failure rate of the system.

SFF = (ZAs + ZApd)/(ZAs + ZApg + ZApy)
> \s: Safe failures
>Apd: Dangerous detected failures

>Apu: Dangerous undetected failures

22
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According to IEC 61508, the maximum achievable SIL of a system is partly
determined by the hardware fault tolerance HF T and the safe failure fraction SFF
of the system.

IEC 61508 distinguishes two types of subsystem (type A subsystem, type B
subsystem).

These types are specified on the basis of criteria which the standard defines for
the safety-relevant components.

SFF HFT type A subsystem HFT type B subsystem

0 1 2 0 1 2
<60% SIL1 SIL2 SIL3 —_— SIL1 SIL2
60%...< 90% SiL2 SIL3 SiL4 SIL1 SIL2 SIL3
90%...< 99% SIL3 SiL4 SiL4 SiL2 SIL3 SiL4
299% SIL3 SiL4 SiL4 SIL3 SiL4 SiL4

PFD - Probability of Failure on Demand

The standard IEC 61508 defines SIL using requirements grouped into two broad
categories: hardware safety integrity and systematic safety integrity. A device or
system must meet the requirements for both categories to achieve a given SIL.

The SIL requirements for hardware safety integrity are based on a probabilistic
analysis of the device. To achieve a given SIL, the device must meet targets for
the maximum probability of dangerous failure and a minimum Safe Failure
Fraction. The concept of 'dangerous failure' must be rigorously defined for the
system in question, normally in the form of requirement constraints whose integrity
is verified throughout system development. The actual targets required vary
depending on the likelihood of a demand, the complexity of the device(s), and
types of redundancy used.

The PFD (Probability of Failure on Demand) and RRF (Risk Reduction Factor) of
low demand operation for different SILs are defined in IEC 61508 are as follows:

SIL | PFD PFH (power of ten RRF

1 0.1-0.01 10-1-10-2 10-100

2 0.01-0.001 10-2-10-3 100 - 1000

3 0.001 - 0.0001 10-3- 104 1000 - 10,000

4 0.0001 - 0.00001 104-10-5 10,000 - 100,000

In high demand or continuous operation, these changes to the following:

SIL | PFH PFH (power of ten RRF

1 0.00001 - 0.000001 10-5-106 100,000 - 1,000,000

2 0.000001 - 0.0000001 10-6-10-7 1,000,000 - 10,000,000

3 0.0000001 - 0.00000001 10-7-10-8 10,000,000 - 100,000,000

4 0.00000001 - 0.000000001 10-8-109 100,000,000 - 1,000,0000,000

The hazards of a control system must be identified then analyzed in a risk
analysis. These risks are gradually mitigated until their overall contribution to the
hazard is deemed to be acceptable. The tolerable level of these risks is specified
as a safety requirement in the form of a target probability of a dangerous failure
over a given period, stated as a discrete SIL level.

BRU32661.02
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Fault Avoidance Measures

Systematic errors in the specifications, in the hardware and the software, usage
faults and maintenance faults in the safety system must be avoided to the
maximum degree possible. To meet these requirements, IEC 61508 specifies a
number of measures for fault avoidance that must be implemented depending on
the required SIL. These measures for fault avoidance must cover the entire life
cycle of the safety system, i.e. from design to decommissioning of the system.
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Safety Function Capability

PDS (SR) Safety Functions are Part of an Overall System

If the qualitative and quantitative safety objectives determined by the final

application require some adjustments to ensure safe use of the safety functions,
the integrator of the BDM (Basic Drive Module) is responsible for these additional
changes (for example, managing the mechanical brake on the motor).

Also, the output data generated by the use of safety functions (fault relay
activation, error codes, or information on the display, and so on) is not considered
to be safety-related data.

SIL and PL Table for the Safety Functions

The following table provides the SIL and PL details for the safety functions of the

PROFIsafe module:

Safety Function Opened/Closed loop | Safety integrity level | Performance Level
safety configuration | (SIL) (PL)

SS1 Opened SIL2 PLd

SLS Closed SIL3 PLe

SMS

STO - SIL3 PLe

Note: Verify that all the components used in the application that have different SIL
Level (mix Level) reach the intended level for the Overall Application by
performing comprehensive tests for all operating states, the defined safe state,
and all potential error situations.

Summary of the Reliability Study — STO —

The following table provides the SIL and PL details for the safety functions of the
PROFIsafe module:

Safety Standard Attribute Value
Function
SFF >90%
PFD20y 6,407-05 ()
5,8"-05 ()
PFHequ_1y 4,7.10"-10 ()
IEC 61508 Ed.2 4,1.10%-10
STO PTI 1
Type B
HFT 1
DC >90%
Category 3
ISO 13849-1
MTTFd in years >100
(1) For drives with power range equal to or less than 22 kW.
(2) For drives with power range equal to or greater than 30 kW.

BRU32661.02
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Summary of the Reliability Study — SS1, SLS, SMS —

The following table provides the SIL and PL details for the safety functions of the
safety module according to IEC 61508 and ISO 13849:

Function Standard Type of Motor and controls | Asynchronous motor in Asynchronous or
Open loop safety Synchronous() motor in
configuration Closed loop safety

configuration

SS1, SLS, SMS IEC 61508 Ed.2 SFF >90% >90%

PFD2oy 3.8.10-3 (6) 1.10-4 ()
5.2.103 (™ 2.1.104 ™
PFHequ_1y 28 FIT (1)6) 0.87 FIT (1®)
44 FIT (M) 1.3 FIT ™
PTI 1 1
Type B B
HFT 0 1
DC >90% >90%
SIL capability 2 3
IEC 62061 @ SIL CL capability 2 3
IEC 60204-1 Category stop 1 for SS1 1 for SS1
ISO 13849-1 4 PL d e
Category 2 3
MTTFd in years 82 (%) 75 5)

(1) FIT: Failure In Time = 10-9 failure per hour.

(2) Because the IEC 62061 standard concerns integration, this standard
distinguishes the overall safety function (which is classified SIL2 or SIL3 for
ATV340/ATV900 according to diagrams Process system SF - Case 1 and Process
system SF - Case 2, from components which constitute the safety function (which
is classified SIL2 CL or SIL3 CL for ATV340/ATV900).

(3) Permanent magnets synchronous motors. Reluctance motors are not covered
by the safety module.

(4) According to EN 13849-1:2015.

(5) MTTFD of STO function is not taken into account

(6) For drives with power range equal to or less than 22 kW.

(7) For drives with power range equal to or greater than 30 kW.
Preventive annual activation of the safety function is recommended.

However, the safety levels can be obtained (with lower margins) without annual
activation.

NOTE: The table above is not sufficient to evaluate the PL of a PDS. The PL
evaluation has to be done at the system level. The fitter or the integrator of the
BDM (Basic Drive Module) has to do the system PL evaluation by including
sensors data with numbers from the table above.

NOTE: In case of closed loop control, the value given in the preceding table
can be reached if the SIL of the used encoder is at least SIL2 according to
standard IEC 61508. For mechanical coupling, the shape of this safety
encoder and the motor shaft must fit together.

26
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Installation of the safety drive

Installation of the safety drive

Before You Begin

Before you install the module, ensure that the

Mechanical data

Catalog number given on the label of the module is the same as that on the
delivery note corresponding to the purchase order

PROFIsafe module is not damaged
Additional module support (VW3A3800) is available.

The PROFInet module VW3A3647 is inserted , and the PROFInet FW version
compatible with PROFIsafe is V3.2IE12.

Software version of the drive is compatible with the PROFIsafe module.

The drive software version compatible with PROFIsafe is the V4.3IE37_B23
and above.

This version can be downloaded at ATV340 Product Firmware and the
firmware update can be done through the Ecostruxure Automation Device
Maintenance User Manual. If the firmware package is not available, contact
your local Schneider Electric Service.

Both the drive configuration (see ATV340 Programming manual, page 11)
and PROFIsafe module configuration, via the "Safety Config Reset"” menu
on the display terminal, must be reset to clear any previous configuration due
to incompatibility with the drive software version supporting the PROFIsafe.

The drive is correctly set up with the correct speed loop and torque
characteristics for the application; the reference frequency profile applied to
the drive control loop is followed.

NOTE: All network devices used in conjunction with this safety drive shall
meet the requirements of IEC 61010-1 or IEC 61010-2-201(for example
PELV).

NOTE: When required, only use PELV standard power supply unit for the
+24V supply of the drive.

Weight:

PROFIsafe module VW3A3807 : 0.02 kg (0.044 Ib)
Additional Module Support VW3A3800: 0.4 kg (0.89 Ib)

Dimensions:

PROFIsafe module VW3A3807: 41 x 109 x 23.25 mm (1.61 x4.29 x 0.91 in)

Additional Module Support VW3A3800: 128 x 147 x 65 mm (5.04 x 5.79 x
2.56 in)

The use of an additional module support increases the depth values of the
drive by maximum of 50.5 mm (1.97 in) depending on the catalog number of
the drive. The additional module support takes place between the Graphic
Display Terminal and the drive, causing the depth value to be increased.

Ambient Conditions

The ambient conditions to be met for the PROFIsafe module correspond to the
ambient conditions for the drive, see the ATV340 installation manual, page 11 of
the drive.

28
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AWARNING

LOSS OF SAFETY FUNCTION CAUSED BY FOREIGN OBJECTS

Conductive foreign objects, dust or liquids may cause safety functions to
become inoperative.

» Do not use a safety function unless you have protected the system against
contamination by conductive substances.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Installation of the Additional module support (VW3A3800)

Refer to the Additional module support Instruction Sheet (NHA80733) to install the
Additional module support on the drive.

Installation or removal of the PROFIsafe module
(VW3A3807)

The PROFIsafe module VW3A3807 can only be recognized on the slot proposed
by the additional module support (Only needed for ATV340 with power range
equal to or higher than 30 kW (40 HP)). Install the additional module support
before installing the PROFIsafe module.

Refer to the PROFIsafe Module Instruction Sheet (JYT89145) to install or remove
the PROFIsafe module from the drive.

Degree of protection

The safety drive must be installed in a control cabinet with degree of protection
IP54 (or higher). This is required to avoid cross faults and short circuits between
terminals, connectors, tracks and safety-related circuitry caused by foreign
objects.
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Cable Routing Practices

Installation Topology

The PROFIsafe VW3A3807 option module enables several architecture solutions:
+ Daisy chain topology
» Star topology
* Ring topology
NOTE:
» Single port routers are not allowed with PROFIsafe.

« Ethernet-Switches shall be suitable for standard industrial environment as
defined for example in IEC 61010-2-201.

NOTE: the PROFIsafe module must be unplugged before installing the
architecture.

Daisy chain Topology

* Physical architecture:

+ Daisy chain topology on TIA Portal:

PLC_1
CPU 1511F-1 PN

ATV340 ATV340_1 ATV340_2 ATV340_3 ATV340_4
ATV340 VW3A3... . ATV340 VW3A3... l ATV340 VW3A3... l ATV340 VW3A3... ATV340 VW3A3... .
n n n n

L L :
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Star Topology

+ Physical architecture:

« Star topology on TIA Portal:

PLC_1
CPU 1511F-1 PN

Switch_1
SCALANCE X208

ATV340 ATV340_1
ATV340 VW3A3... . ATV340 VW3A3... .
PLC - PLC_1 n

ATV340_2
ATV340 VW3A3... .
L |

BRU32661.02
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Ring Topology

» Physical architecture:

* Ring Topology on TIA Portal:

PLC_1
CPU1511F-1 PN

ATV340 ATV340_1 ATV340_2 ATV340_3 ATV340_4

ATV340 VW3A3... . ATV340 VW3A3... . ATV340 VW3A3... . ATV340 VW3A3... . ATV340 VW3A3... .

PLC LJ | PLC_ . | PLC_ L | PLC_ L PLC |
The ring topology can only be used with a media redundancy protocol (MRP)

capable managed device.
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Safety function STO (Safe Torque Off)

STO is a Safe Torque Off defined by IEC 61800-5-2.

The Safe Torque Off (STO) function is the standard function embedded to the
drive. Refer to the Embedded Safety Function manual of the drive for further
information.

The PROFIsafe module is an option module of the drive. If the PROFIsafe module
is inserted then the safety function STO cannot be activated with the STO inputs
of the drive (STOA and STOB). In this case, the STO inputs of the drive (STOA
and STOB) must be short-circuited to 24V. Otherwise, a [Unexpected STO]
SME0DA4 is triggered by the PROFIsafe module when safe torque off is released
via the PROFIsafe Telegram .
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Safety Function SS1 (Safe Stop 1)

Overview

The safety function SS1 monitors the motor frequency deceleration and safely
shuts off the torque (STO function) once the standstill has been reached.

In addition of the deceleration monitoring, the safety module can control the motor
frequency deceleration depending on the setting value of the parameter [SS1
drive control] sc36:

* External: the deceleration of the frequency reference value must be done
via the safety controller. Without modification of the reference frequency,
there is no deceleration and the monitoring deceleration ramp is violated.

* Automatic: the deceleration of frequency reference value follows a ramp
defined by the parameter [SS1 commanded deceleration] sC30 of the
safety module.

The safety function SS1 can be activated via the safety telegram output.
SS1 can also be activated via another safety function SLS (type 3 and type 6).

To use the safety module, the safety function SS1 must be configured.

NOTE: After SS1, the power stage is locked. If the source of SS1 activation
has been deactivated before its completion, the PROFIsafe module completes
SS1 but remains in STO for only a short time (100ms), then automatically
removes the STO.

NOTE: In case of an open loop motor control, if the power stage is disabled
(such as during a freewheel stop), the motor frequency is not monitored by the
PROFIsafe module, the SS1 function is stopped and STO is applied by the
safety module.

Behavior on Activation of the Safety Function SS1

At SS1 activation:
» Depending on [SS1 drive control] sc36:

o With EXTERNAL trig, the motor reacts following current command of the
active channel of the safety drive .

o With INTERNAL trig, the motor decelerates following [SS1 commanded
deceleration] sc30.

+ Atthe end of the delay, the motor deceleration is monitored to not exceed a
ramp defined by:

o adeceleration set by [SS1 monitored deceleration] sc31.

o a starting frequency defined by the parameter [SS1 offset] sC32 plus the
maximum motor frequency reached during [SS1 delay before
monitoring] sCc34.

» If the monitored ramp is violated, the safety function STO is activated and a
[Safety Violation] sAVF error is triggered. This error can be reset without
power cycle. If [SS1 violation restriction] SC35 sets to Active, at the 5th
SS1 activation with monitored ramp violation, the error triggered can only be
reset with a power cycle.

» If the motor frequency reaches [SS1 standstill level] sc33, the monitoring of
the motor frequency is deactivated and the safety function STO is activated.

BRU32661.02 35



Variable Speed Drives Safety Function SS1 (Safe Stop 1)

The following figure shows the safety function SS1 with [SS1 drive control] sc36
setto Automatic:
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SS1
Request

0

1
SS1
Active

0

Torque
Disabled

0

1
Restart
Required

0

F: Frequency / RF: Reference Frequency / MF: Motor Frequency

t: time / A: SS1 activation / B: STO activation

SC30: SS1 commanded deceleration / SC31: SS1 monitored deceleration
SC32: SS1 Offset / SC33: SS1 standstill level

SC34: SS1 delay before monitoring / SC35: SS1 restricted ramp violation
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The following figure shows the safety function SS1 with [SS1 drive control] sc36
setto External:
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F: Frequency / RF: Reference Frequency / MF: Motor Frequency

t: time / A: SS1 activation / B: STO activation

SC31: SS1 monitored deceleration / SC32: SS1 Offset/ SC33: SS1 standstill level
SC34: SS1 delay before monitoring / SC35: SS1 restricted ramp violation
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Safety function SS1 parameters

NOTE: Visibility of SS1 depends on SS1 fieldbus usage is enabled of SLS

type 3 or type 6 are configured.

Parameter

Description

Possible values

[SS1 commanded
deceleration] sCc30

Configure the deceleration command ramp used if the motor
frequency is greater than [SS1 standstill level] sc33.

NOTE: this parameter can be accessed if [SS1 drive control]
SC36 is set to Automatic.

It is recommended to configure this parameter to a value equal to or
greater than [SS1 monitored deceleration] sCc31.

Setting range:

* Undefined

+ 0.1...20,000 Hz/s
Step: 0.1 Hz/s

[SS1 monitored
deceleration] sc31

Configure the deceleration monitoring ramp used if the motor
frequency is greater than [SS1 standstill level] sc33.

This parameter must be set to a value different from Undefined.

Setting range:

* Undefined

+ 0.1...20,000 Hz/s
Step: 0.1 Hz/s

[SS1 offset] sC32

Configure the added offset value for the monitored ramp.

It is recommended to configure this parameter to a value equal to or
greater than the maximum motor frequency overshoot plus
[Allowed frequency deviation] sc04.

Setting range:0..200.0 Hz
Step: 0.1 Hz

[SS1 standstill
level] sc33

Configure the low limit of the motor frequency monitoring and the
STO activation level.

This parameter must be configured to a value greater than the
minimum observable frequency.

Setting range:

* Undefined
+ 0.1...200.0 Hz
Step: 0.1 Hz

[SS1 delay before
monitoring] sC34

Configure the delay at SS1 activation before to start the ramp
monitoring.

Setting range: 0..3, 000 ms

Step: 1 ms

Configure the type of error triggered on SS1 monitored ramp violation.

STO is activated and a [Safety Violation] S2AVF error is triggered.

[SS1 violation . . Inactive
restriction] 535 This error can be reset without power cycle.
At the 5th SS1 activation with monitored ramp violation, the error Act]
triggered can only be reset with a power cycle. ctive
Configure the source of the ramp deceleration command:
[SS1 drive control] | Via the ramp down command sent by the active channel of the Ext .
SC36 safety drive xterna
Via the parameter [SS1 commanded deceleration] sc30. Automatic

[SS1 Fieldbus
Usage] sc65

SS1 fieldbus usage.

Setting range:

»  Safety function not used
+  Safety function used via fieldbus

38
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Safety Function SLS (Safely Limited Speed)

What’s in This Chapter

OVEIVIEW ..ttt ettt e e et e e et e e e e ane e e e eenens 39
Behavior of the Safety Function SLS - Type 1 ..., 41
Behavior of the Safety Function SLS - Type 2 .......oviiiiiiiiiiiiiiieeeeieeee e 42
Behavior of the Safety Function SLS - Type 3 ..., 44
Behavior of the Safety Function SLS - Type 4 ... 46
Behavior of the Safety Function SLS - Type 5.......viiiiiiiiiiiiie e 47
Behavior of the Safety Function SLS - Type 6 ........oovveiiiiiiiiiiiiii e, 49
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Overview

The safety function SLS prevents the motor from exceeding specified frequency
limit. The safety drive limits the motor frequency between the SLS frequency
limits.

Depending on the requirements, you can select, for the safety function SLS, one
of the 6 types with [SLS type] sC39 parameter:

* SLS type 1:Limitation of the maximum reference frequency to the motor
frequency reached at SLS activation and monitoring of the motor frequency to
be within the specified frequency limits.

* SLS Type 2: Limitation of the maximum reference frequency to a fixed Set
point and monitoring of the motor frequency to be within the specified
frequency limits.

* SLS Type 3: Same as SLS type 2 with SS1 activation if the motor frequency
exceeds the configured threshold value at SLS activation.

* SLS Type 4: Limitation of the reference frequency between fixed set points
and monitoring of the motor frequency to be within the specified frequency
limits. The direction of rotation can be modified while SLS is active.

* SLS Type 5: Same as SLS type 4 with a deceleration ramp if the motor
frequency exceeds the configured threshold value at SLS activation.

* SLS Type 6: Same as SLS type 4 with SS1 activation if the motor frequency
exceeds the configured threshold value at SLS activation.

NOTE:

» SLS limits the motor in forward (positive) direction and reverse (negative)
direction. Only the parameters for the forward direction can be configured,
the parameters for the reverse direction are automatically set to the same
value.

+ The different SLS levels (threshold, set point and standstill level) must be
set to values equal or lower than SMS thresholds.

+ SLS can be activated via the safety telegram output.

In case of an open loop safety configuration, if the power stage is disabled (such
as during a freewheel stop), the motor frequency is not monitored by the
PROFIsafe module, the SLS function is stopped and for SLS type 1, type 2 and
type 3 STO is applied.
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As SLS safety function is not considered as a stop command, if STO is active after
SLS triggering, the activation and deactivation of FVo allows the drive to restart.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION
» Verify the restart using FVo does not result in unsafe conditions.

» Ifrestart is not wanted, the PLC program must activate the STO function
prior to deactivating FVo.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

FVo (Failsafe Value output) can be triggered by:
* PROFIsafe timeout.
» PROFIsafe corruption.
» Activation by the PLC logic
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Behavior of the Safety Function SLS - Type 1

Limitation of the maximum reference frequency to the motor frequency
reached at SLS activation and monitoring of the motor frequency to be
within the specified frequency limits.

At SLS activation, in forward direction:

If the motor frequency is...

Then ...

(Mabove [SLS positive threshold]
SC48

[Safety Violation] sAVF error is triggered and STO is activated.

® between [SLS positive
threshold] sc48 and [SLS
positive standstill level] sc46

The reference frequency is limited to values below the reference frequency value reached at SLS
activation.

The motor frequency is monitored. If the value decreases below [SLS positive standstill level]
sc46, STO is activated. If the value increases above [SLS positive threshold] sc48, a [Safety
Violation] sAVE error is triggered and STO is activated.

® below [SLS positive standstill
level] sc46

STO is activated.
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F: Frequency / RF: Reference Frequency / MF: Motor Frequency
A: SLS activation

D: SLS Deactivation

t: time

SC46: SLS Positive Standstill Level / sc48: SLS Positive Threshold
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Behavior of the Safety Function SLS - Type 2

Limitation of the maximum reference frequency to a fixed set point and
monitoring of the motor frequency to be within the specified frequency
limits.

At SLS activation, in forward direction:

If the motor frequency is...

Then ...

@® above [SLS positive
threshold] sc48

The reference frequency decreases to the configured set point ([SLS positive set point] SC50)
according to [Monitored ramp commanded deceleration] sc40.
During the deceleration, the motor frequency is monitored according to a ramp defined by:

* Its ramp: [Monitored ramp deceleration] sC41 (same value as [Monitored ramp
commanded deceleration] sc40).

» lIts starting point: [Monitored ramp offset] sc4 3 plus the motor frequency value at SLS
activation.

If the monitoring ramp is violated, a [Safety Violation] s~V F error is triggered and STO is activated.

From the configured threshold value ([SLS positive threshold] sc48), if the motor frequency:
* Decreases below [SLS positive standstill level] sc46, STO is activated.

* Increases above [SLS positive threshold] sc48, a [Safety Violation] sAVF error is triggered
and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] sC50), the
reference frequency is limited to values below the configured set point value. The monitoring of the
motor frequency remains active.

@ between [SLS positive
threshold] sc48 and [SLS
positive set point] sC50

The reference frequency decreases to the configured set point ([SLS positive set point] SC50)
according to [Monitored ramp commanded deceleration] sc40.

The motor frequency is monitored. If the value decreases below [SLS positive standstill level]
sc46, STO is activated. If the value increases above [SLS positive threshold] sc43, a [Safety
Violation] sAVF error is triggered and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] sC50), the
reference frequency is limited to values below the configured set point value.

® between [SLS positive set
point] sC50 and [SLS positive
standstill level] sc46

The reference frequency is limited to values below the configured set point ([SLS positive set point]
SC50).

The motor frequency is monitored. If the value decreases below [SLS positive standstill level]
sc46, STO is activated. If the value increases above [SLS positive threshold] sc48, a [Safety
Violation] saAvVF error is triggered and STO is activated.

@ below [SLS positive standstill
level] sc46

The delay configured by [SLS wait time] sc54 is started.
If the motor frequency reaches the [SLS positive standstill level] sc4¢ before the end of the
temporization, then

» the reference frequency is limited to values below [SLS positive set point] sc50,

» the motor frequency is monitored. If the value decreases below [SLS positive standstill level]
sc46, STO is activated. If the value increases above [SLS positive threshold] sc48, a
[Safety Violation] sAVE error is triggered and STO is activated.

else STO is activated without error triggered.

42
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@

FA

F: Frequency / RF: Reference Frequency / MF: Motor Frequency
t: time

sc46: SLS Positive Standstill Level / sc48: SLS Positive Threshold / sc50: SLS
Positive Set Point

sCc54: SLS Wait Time

SC40: Monitored ramp commanded deceleration / sC41: Monitored ramp
deceleration / sC43: Monitored ramp offset

A: SLS activation
B: Threshold reached
C: Set Point or Standstill level reached

D: SLS Deactivation
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Behavior of the Safety Function SLS - Type 3

Same as SLS type 2 with SS1 activation if the motor frequency exceeds the
configured threshold value at SLS activation.

NOTE: after SS1, the power stage is locked. If the source of SS1 activation
has been deactivated before its completion, the PROFIsafe module completes
SS1 but remains in STO for only a short time (100ms), then automatically
removes the STO.

At SLS activation, in forward direction:

If the motor frequency is...

Then ...

(above [SLS positive threshold]
SC48

SS1(1 is activated.

®@between [SLS positive
threshold] sc48 and [SLS
positive set point] sC50

The reference frequency decreases to the configured set point ([SLS positive set point] SC50)
according to [Monitored ramp commanded deceleration] sc40.

The motor frequency is monitored. If the value decreases below [SLS positive standstill level]
sc4e6, STO is activated. If the value increases above [SLS positive threshold] sc48, a [Safety
Violation] sAVF error is triggered and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] sC50), the
reference frequency is limited to values below the configured set point value.

®between [SLS positive set
point] sC50 and [SLS positive
standstill level] sc46

The reference frequency is limited to values below the configured set point ([SLS positive set point]
SC50).

The motor frequency is monitored. If the value decreases below [SLS positive standstill level]
sc46, STO is activated. If the value increases above [SLS positive threshold] sc48, a [Safety
Violation] sAVF error is triggered and STO is activated.

@below [SLS positive standstill
level] sc46

The delay configured by [SLS wait time] sC54 is started.
If the motor frequency reaches the [SLS positive standstill level] sc4 ¢ before the end of the
temporization, then

» the reference frequency is limited to values below [SLS positive set point] sc50,

» the motor frequency is monitored. If the value decreases below [SLS positive standstill level]
Sc46, STO is activated. If the value increases above [SLS positive threshold] sc48, a
[Safety Violation] sAVF error is triggered and STO is activated.

else STO is activated without error triggered.

(1): With SLS type 3, SS1 must be configured in Automatic mode.

FA ©

F: Frequency / RF: Reference Frequency / MF: Motor Frequency
t: Time
SC40: Monitored ramp commanded deceleration

SC46: SLS Positive Standstill Level / sc48: SLS Positive Threshold / sc50: SLS
Positive Set Point

sc54: SLS Wait Time
A: SLS activation
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B: Set Point or Standstill level reached

D: SLS Deactivation
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Behavior of the Safety Function SLS - Type 4

Limitation of the reference frequency between fixed set points and
monitoring of the motor frequency to be within the specified frequency
limits. The direction of rotation can be changed while the SLS is active.

At SLS activation, in forward direction:

If the motor frequency is... Then ...

(Mabove [SLS positive threshold] | [Safety Violation] sSAVF error is triggered and STO is activated.

SC48

®@between [SLS positive The reference frequency decreases to the configured set point ([SLS positive set point] sc50)
threshold] sc48 and [SLS according to [Monitored ramp commanded deceleration] sc40.

positive set point] SC50
The motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS
negative threshold] sc49, a [Safety Violation] SAVF error is triggered and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] SC50), the
reference frequency is limited to values between the set point values. The monitoring of the motor
frequency remains active.

®below [SLS positive set point] | The reference frequency is limited to values between the set point values ([SLS positive set point]
SC50 SC50 and [SLS negative set point] sc51).

The motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS
negative threshold] sc49, a [Safety Violation] S~V error is triggered and STO is activated.

®

: |

F: Frequency / RF: Reference Frequency / MF: Motor Frequency
t: time

SC40: Monitored ramp commanded deceleration

sc48: SLS Positive Threshold / sc49: SLS Negative Threshold
SC50: SLS Positive Set Point/ sc51: SLS Negative Set Point

A: SLS activation

C: Set Point reached

D: SLS Deactivation
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Behavior of the Safety Function SLS - Type 5

Same as SLS type 4 with a deceleration ramp if the motor frequency
exceeds the configured threshold value at SLS activation.

At SLS activation, in forward direction:

If the motor frequency is... Then ...

(Mabove [SLS positive threshold] | The reference frequency decreases to the configured set point ([SLS positive set point] SC50)
sC48 according to [Monitored ramp commanded deceleration] sc40.

During the deceleration, the motor frequency is monitored according to a ramp defined by:

* Its ramp: [Monitored ramp deceleration] sC41 (same value as [Monitored ramp
commanded deceleration] sC40).

+ s starting point: [Monitored ramp offset] sC43 plus the motor frequency value at SLS
activation.

If the monitoring ramp is violated, a [Safety Violation] sAvF error is triggered and STO is activated.

If the motor frequency reaches the configured threshold value ([SLS positive threshold] sc48), the
motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS positive
set point] sC50, a [Safety Violation] SAVF error is triggered and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] sC50), the
motor frequency remains monitored and the reference frequency is limited to values between the set
point values ([SLS positive set point] SC50 and [SLS negative set point] sC51).

(@between [SLS positive The reference frequency decreases to the configured set point ([SLS positive set point] SC50)
threshold] sc48 and [SLS according to [Monitored ramp commanded deceleration] sc40.

positive set point] SC50
The motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS
positive set point] sc50, a [Safety Violation] SAVFE error is triggered and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] SC50), the
reference frequency is limited to values between the set point values. The monitoring of the motor
frequency remains active.

®below [SLS positive set point] The reference frequency is limited to values between the set point values ([SLS positive set point]
SC50 SC50 and [SLS negative set point] sc51).

The motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS
positive set point] SC50, a [Safety Violation] SAVE error is triggered and STO is activated.
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F: Frequency / RF: Reference Frequency / MF: Motor Frequency
t: time

sc48: SLS Positive Threshold / sc49: SLS Negative Threshold
SC50: SLS Positive Set Point/ sc51: SLS Negative Set Point
SC40: Monitored ramp commanded deceleration

SC41: Monitored ramp deceleration / sC4 3: Monitored ramp offset
A: SLS activation

B: Threshold reached

C: Set Point reached

D: SLS Deactivation
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Behavior of the Safety Function SLS - Type 6

Same as SLS type 4 with SS1 activation if the motor frequency exceeds the
configured threshold value at SLS activation.

NOTE: after SS1, the power stage is locked. If the source of SS1 activation
has been deactivated before its completion, the PROFIsafe module completes
SS1 but remains in STO for only a short time(100ms), then automatically
removes the STO.

At SLS activation, in forward direction:

If the motor frequency is...

Then ...

(Mabove [SLS positive threshold]
SC48

S§S1(M is activated.

@between [SLS positive
threshold] sc48 and [SLS
positive set point] SC50

The reference frequency decreases to the configured set point ([SLS positive set point] SC50)
according to [Monitored ramp commanded deceleration] sc40.

The motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS
negative threshold] sc49, a [Safety Violation] sAVF error is triggered and STO is activated.

If the motor frequency reaches the configured set point value ([SLS positive set point] sCc50), the
reference frequency is limited to values between the set point values. The monitoring of the motor
frequency remains active.

®below [SLS positive set point]
SC50

The reference frequency is limited to values between the set point values ([SLS positive set point]
sC50 and [SLS negative set point] sc51).

The motor frequency is monitored. If the value exceeds [SLS positive threshold] sc48 or [SLS
negative threshold] sc49, a [Safety Violation] SAVF error is triggered and STO is activated.

(1): With SLS type 6, SS1 must be configured in Automatic mode.

®

A IJ A

F: Frequency / RF: Reference Frequency / MF: Motor Frequency
t: time

5C40: Monitored ramp commanded deceleration

sc48: SLS Positive Threshold / sc49: SLS Negative Threshold
SC50: SLS Positive Set Point/ sc51: SLS Negative Set Point

A: SLS activation

C: Set Point reached
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D: SLS Deactivation
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Safety function SLS parameters

The following table gives the list of parameters for the safety function SLS:

Parameter

Description

Possible values

[SLS type] sc39

The type of the safety function SLS.
See the overview for SLS types information.

If SLS fieldbus usage is enabled.

Setting range:

* Undefined

¢ SLSTypel

¢ SLSType?z2

* SLSType3®
¢ SLSTyped

¢ SLSTypeb

* SLSType6(

[Monitored ramp commanded
deceleration] sc40

Deceleration command ramp used when the
motor frequency is greater than [SLS positive
set point] SC50 or less than [SLS negative set
point] sC51.

Setting range:

* Undefined

+ 0.1...20,000 Hz/s
Step: 0.1 Hz/s

[Monitored ramp deceleration]

SC41

Deceleration monitoring ramp used when the
motor frequency is greater than [SLS positive
threshold] sc48 or less than [SLS negative
threshold] sc49 at SLS activation.

Only used with SLS type 2 and SLS type 5.

Defined with [Monitored ramp commanded
deceleration] sc40.

Setting range:

* Undefined

* 0.1...20,000 Hz/s
Step: 0.1 Hz/s

[Monitored ramp offset] sc43

Added offset value for the monitored ramp.

Setting range: 0..200.0 Hz

Step: 0.1 Hz
[SLS positive standstill level] STO activation level in forward direction. Setting range:
Sc46 @ * Inactive
* 0.1...200.0 Hz
Step: 0.1 Hz
[SLS negative standstill level] STO activation level in reverse direction. Setting range:
sca7 @ Configured via [SLS positive standstill level] * Inactive
SC46. * 0.1...200.0 Hz
Step: 0.1 Hz
[SLS positive threshold] sc48 (2 | High limit of the motor frequency monitoring in Setting range: 0..200.0 Hz
forward direction.
Step: 0.1 Hz
[SLS negative threshold] sc49 High limit of the motor frequency monitoring in Setting range: 0..200.0 Hz
reverse direction.
@ Step: 0.1 Hz
Configured via [SLS positive threshold] sc4s.
[SLS positive set point] sc50 (2 Maximum reference frequency in forward Setting range: 0..200.0 Hz
direction.
Step: 0.1 Hz
[SLS negative set point] sc51 Maximum reference frequency in reverse Setting range: 0..200.0 Hz
direction.
@ Step: 0.1 Hz
Configured via [SLS positive set point] sC50.
[SLS wait time] sc54 Delay at SLS activation within the motor Setting range:
frequency can remain inside the standstill level. «  Inactive
* 0...65,535ms
Step: 1 ms

[SLS Fieldbus Usage] sc66

Fieldbus usage.

»  Safety function not used
«  Safety function used via fieldbus

(1): This setting requires to configure the safety function SS1 in automatic mode.

(2): This parameter must be configured to a value greater than the minimum observable frequency.
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The following table gives the list of parameters used for each type of the safety

function SLS:

[SLS type] sc39

SLS Type 1

SLS Type 2 SLS Type 3@

SLS Type 4

SLS Type 5

SLS Type 6 2

[Monitored
ramp
commanded
deceleration]
sSc40

To be configured

[Monitored
ramp
deceleration]
sc4a1

Equal to sc40 (M -

Equal to sc40 (M

[Monitored
ramp offset]
SC43

Recommenda-
tion: Equal to or
greater than the
maximum motor -
frequency
overshoot plus
sco4.

Recommenda-
tion: Equal to or
greater than the
maximum motor
frequency
overshoot plus
sco4.

[SLS positive
standstill level]
SC46

To be configured
to a value equal
to or less than
scas

To be configured to a value equal to
orless than sc50

[SLS negative
standstill level]
sc47

Equalto sc4e (M

[SLS positive
threshold] sc48

To be configured
to a value equal
to or greater
than sc46

To be configured to a value equal to or greater than sc50.

[SLS negative
threshold] sc49

Equalto sc4g ()

[SLS positive
set point] SC50

To be configured between sc46 and
sC48 (included)

To be configured to a value equal to or less than sc48.

[SLS negative
set point] sCc51

Equal to sc50 (1)

[SLS wait time]
SC54

To be configured

[SLS Fieldbus
Usage] sc66

To be configured

(1): Fixed setting value.

(2): This setting requires to configure the safety function SS1 in automatic mode.

(3): If SMS is configured, SLS thresholds must be set to values equal or lower than SMS thresholds.
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Safety Function SMS (Safe Maximum Speed)

Overview

The safety function SMS prevents the motor frequency from exceeding the
specified safe maximum frequency limits.

Depending on the requirements, you can select, for the safety function SMS, one
of the 3 modes with [SMS function mode] sc56 parameter:

* 1 threshold: One safe maximum frequency limit for each direction.

* 2 thresholds: Two safe maximum frequency limits for each direction. A
safety output telegram is used to switch from one safe maximum frequency
limit to the other.

* Maintenance: One safe maximum frequency limit for each direction
activated via the PROFIsafe telegram.

Note:
« The SMS function does not adjust the frequency reference value.

The frequency reference value should be adjusted via the active reference
channel in order to remain within the boundaries defined by the safe
maximum frequency limits.

* The lowest SMS thresholds must be set in order to include the different SLS
levels (threshold, set point and standstill level).

In case of an open loop safety configuration, if the power stage is disabled (such
as during a freewheel stop), the motor frequency is not monitored by the
PROFIsafe module, the SMS function is stopped and STO is applied by the safety
module.

BRU32661.02
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Behavior of The Safety Function SMS with 1 threshold

One safe maximum frequency limit for each direction.

The safety function SMS is active when the safety module switches in the
operating state Operation Enabled. While the function is active, if the motor
frequency exceeds one of the specified safe maximum frequency limits
(parameters [SMS positive threshold 1] sc57 or [SMS negative threshold 1]
sc58) a STO s triggered and an error [Safety Violation] SAVF is raised.

&
A
1
SS I\./:Sh | Activate Threshoid
WILC 0 t»
A
svs !
Active ¢ >
t
Active A
SMS ' SMS Threshold 1
Threshold resho >

F: Frequency / RF: Reference Frequency
MF: Motor Frequency / t: time

SC57: SMS positive threshold 1

SC58: SMS negative threshold 1
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Behavior of The Safety Function SMS with 2 thresholds

Two safe maximum frequency limits for each direction. A safety-related
input is used to switch from one safe maximum frequency limit to the other.

The safety function SMS is active when the safety module switches in the
operating state Operation Enabled. While the function is active:

+ If Bit of PROFIsafe telegram related to SMS request is set to 0 and the motor
frequency exceeds one of the specified safe maximum frequency limits
(parameters [SMS positive threshold 1] sc57 or [SMS negative threshold
1] sc58) then a STO is triggered and an error [Safety Violation] SAVE is
raised.

+ If Bit of PROFIsafe telegram related to SMS request is set to 1 and the motor
frequency exceeds one of the specified safe maximum frequency limits
(parameters [SMS positive threshold 2] sc59 or [SMS negative threshold
2] sce60) then a STO is triggered and an error [Safety Violation] sAVE is
raised.

[SMS positive threshold 2] sc59 must be equal to or less than [SMS positive
threshold 1] sc57 and [SMS negative threshold 2] sc60 must be equal to or
less than [SMS negative threshold 1] sc58.

FA

PROFlsafe 1
Telegram
0 >
A I I t
| |
SMS ' Acti Threshold 2
; ctivate Thresho
Switch 0 >
I I t
A ' i
! !
SMS ! ' ;
Active ' ' >
I [ t
Active A : :
SMS 1 SMS .
Threshold Threshold 1 SMS Threshold 2 SMS Threshold 1
0

F: Frequency / RF: Reference Frequency

MF: Motor Frequency / t: time

SC57: SMS positive threshold 1 / SC58: SMS negative threshold 1
SC59: SMS positive threshold 2 / SC60: SMS negative threshold 2
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Behavior of the safety function SMS maintenance

One safe maximum frequency limit activated via Bit related to SMS request
on PROFlsafe telegram.

The safety function SMS can be activated when the safety module switches in the
operating state Operation Enabled:

» If SMS request of PROFIsafe telegram is set to 0, the safety function SMS is
deactivated: the motor frequency is not monitored.

+ If Bit related to SMS request of PROFIsafe telegram is set to 1 and the motor
frequency exceeds one of the specified safe maximum frequency limits
(parameters [SMS positive threshold 1] sc57 or [SMS negative threshold
1] sc58) then a STO is triggered and an error [Safety Violation] SAVE is
raised.

MF

SMS request A
on 1

PROFIsafe
telegram Q -

F: Frequency / RF: Reference Frequency
MF: Motor Frequency / t: time
SC57: SMS positive threshold 1 / SC58: SMS negative threshold 1
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Safety Function SMS Parameters

The following table gives the list of parameters for the safety function SMS:

Parameter Description Possible values

Allows you to select the mode of the safety function SMS.

Function not used. Function inactive

One safe maximum frequency limit foreach | 1 threshold

[SMS function mode] sC56 direction.

Two safe maximum frequency limits for 2 thresholds

each direction.

One safe maximum frequency limit Maintenance

activated via a Bit of PROFIsafe telegram

[SMS positive threshold 1] sc57(1) Configure the safe maximum frequency

limit 1 in positive direction.

Setting range: 0...200.0 Hz
Step: 0.1 Hz

[SMS negative threshold 1] sc58(1) Configure the safe maximum frequency

limit 1 in negative direction.

Setting range: 0...200.0 Hz

NOTE: The frequency limit considered Step: 0.1 Hz

is the negative value.

[SMS positive threshold 2] sc59 () Configure the safe maximum frequency

limit 2 in positive direction.

Setting range: 0...200.0 Hz

Step: 0.1 Hz
[SMS positive threshold 2] sC59 must be
equal to or less than [SMS positive
threshold 1] sc57.

[SMS negative threshold 2] scc0 (D Configure the safe maximum frequency

limit 2 in negative direction.

Setting range: 0...200.0 Hz

NOTE: The frequency limit considered Step: 0.1 Hz

is the negative value.

[SMS negative threshold 2] sc60 must be
equal to or less than [SMS negative
threshold 1] scs5s.

(1): This parameter must be configured to a value greater than the minimum observable frequency.

The following table gives the list of parameters used for each mode of the safety
function SMS:

[SMS function mode] sc56 1 threshold 2 thresholds Maintenance

[SMS positive threshold 1]

SN To be configured

[SMS negative threshold 1]

sc58M

To be configured

[SMS positive threshold 2]
sCc59(M

To be configured to a value
equal to or less than sC57

[SMS negative threshold 2]
sce0()

To be configured to a value
equal to or less than sc58

(1): If SLS is configured, SLS thresholds must be set within the lowest SMS thresholds

BRU32661.02

57



Compatibility and Precedence of Safety Functions and Non-
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Compatibility and Precedence of Safety Functions
and Non-Safety-Related Functions

Type of Motor

Type of Motor Open/Closed Safety Functions
Loop safety
configuration () SS1 SLS SMS STO B
Asynchronous Open loop v v v v
Closed loop v v v v
Synchronous (2) Open loop - - - v
Closed loop v v v v
Reluctant Open loop - - - v
Closed loop - - - v

(1): for the possible [Motor Control Type] CTT settings, refer to the Compatibility Table, page 60.

(2): permanent magnets synchronous motors. Reluctance motors are not covered by the safety module.

(3): for all type of motors.

Prerequisites for Using Safety Functions

AWARNING

LOSS OF SAFETY FUNCTION

Incorrect usage may cause a hazard due to the loss of the safety function.
» Observe the requirements for using the safety function.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Following conditions have to be fulfilled for correct operation with the safety
module:

» The maximum output frequency is equal to or less than 200 Hz,

« The motor size is adequate for the application and is not at the limit of its
capacity.

» The application inertia is adequate for the safety module.
Example: A controlled stop (with SS1) or a deceleration ramp with SLS
cannot be done in a time longer than 8 min 20 s if the deceleration starts from

50 Hz and ends to 0 Hz. The minimum of the deceleration ramp and the
deceleration monitoring is 0.1 Hz/s.

» The safety drive has been correctly chosen for the line supply, sequence,
motor, and application and is not at the limit of their capacities as stated in the
catalog

» If required, the appropriate options are used.

Example: dynamic braking resistor or motor choke. Encoder Module for
closed loop control.

+ The safety drive is correctly set up with the correct speed loop and torque
characteristics for the application; the reference frequency profile applied to
the safety drive control loop is followed.
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» During a category 0 stop (as per IEC 60204), the motor coasts down in an
uncontrolled way. If access to the machine coasting down involves a hazard
(results of the hazard and risk analysis), you must take appropriate
measures.

+ A controlled stop must be triggered with a category 1 stop (as per IEC 60204).
The controlled stop is not monitored by the safety drive system. In the case of
power outage or an error, a controlled stop is impossible.

» Tests of IGBTs at power on of the safety drive cannot be fulfilled with safety
module inserted in the safety drive. This is also the case for tests of IGBTs
done via [IGBT Diag w/o motor] IWOT and [IGBT Diag w motor] IWT.

Allowed and Unallowed Applications for the Safety
Functions

With SS1,SLS and SMS functions, applications with acceleration of the load are
not allowed (for example, applications with active or pull-through load on the motor
shaft, long/permanent regenerative braking cycles).

Examples: Vertical Conveyors, Vertical hoist, Lifts, or Winders.

Disable Error Detection

The errors linked to the safety module (SIOF, SAVF, SCFF and INFI) cannot be
inhibited by the function [Error Detection Disable] INH-.

Electrical Frequency and Mechanical Frequency

Two motor frequencies can be defined:
« The electrical frequency corresponding to the stator frequency of the motor,
+ The mechanical frequency corresponding to the rotor frequency of the motor.

The motor frequency is monitored in each of the 2 channels of the safety module.
To help prevent frequency deviation (or inconsistency), the safety module cross
compares these 2 motor frequencies:

* Inopen loop control, two electrical frequencies are compared.

» Inclosed loop control, an electrical frequency is compared with the
mechanical frequency.

The threshold of frequency deviation is defined via the parameter [Allowed
frequency deviation] sc04. The threshold must consider several factors such as
application inertia, stress of the motor (acceleration/deceleration), slip of the motor
in order to have a correct compromise between robustness and reliability.

In case of frequency deviation, [Motor Freq Deviation] SMEO2C error code is
triggered.
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Compatibility and Precedence of Safety Functions and Non-

Safety-Related Functions

Compatibility Table

AWARNING

UNANTICIPATED EQUIPMENT OPERATION

Verify that you do not use those application functions and safety functions
concurrently that are designated as incompatible in the following table.

Failure to follow these instructions can result in death, serious injury, or

equipment damage.

Table 1
SAFETY MODULE USER FUNCTIONS
STO SS1 SLS ramp | SLS steady SMS
[High speed hoisting] HSH A X X X X
Q)]
[ENA System] ENA o o o] o o
[+/- speed] UPD A A A o]
[Jump frequency] JUF A A o
2
[Stop after speed timeout] PRSP A X X X X
[Multimotors config] MMC o [o) o o] o]
(©)
[Preset speeds] PSS A A A A [o)
[PID controller] P1D A A X X [o)
[Ramp] RAMP A A A o) o)
[Ramp switching] RPT A A A o) [o)
[Freewheel Stop] NST [o) . ° ° °
@ NST before ST.S NST before sMs
(see note) (see note)
o o
NST during SLS NST during SMS
[Fast Stop Assign] FsT A A A o] o

* Inopen loop:

Legend:
* O: Compatible functions

+ o Safe state

(4): NST with SS1: STO activated (due to low limit level).

* In Closed loop, NST activated before SLS/SMS: safety error triggered

o NST activated before SLS type 1/2/3: STO is activated (due to low limit level).
o NST activated before SLS type 4/5/6 and SMS: STO not activated. Consider freewheel stop from maximum frequency.

* A «:The function to which the arrow points takes precedence over the other function.

(1): STO: reference safety message about vertical axes, external mechanical protections shall be installed.

(2): In SLS steady: if setpoint is positioned on forbidden speed interval, skip frequency setpoint is applied instead of real setpoint
configured. However SLS function continues to monitor speed and reacts if necessary.

(3): Check that different configuration are consistent with safety module configuration (motor specification, frequency threshold,...).
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Table 2
SAFETY MODULE USER FUNCTIONS
STO SS1 SLS ramp | SLS steady SMS
[o] [ ] [ ] [ ] [ )
NST NST NST NST before S1.S NST before smMs
(see note) (see note).
A X X X X
DCI DCI DCI DCI DCI
[Ext Error assign] =TT LFF A A 0: o:
e NST during * NSTduring
1 .
(N RLS LFF LFF SLS SLS
RMP RLS RLS * RMP + Other cases
FST RMP RMP © peT
FST FST A
LFF
RLS
[Auto Fault Reset] ATR A A o o) o
2
[Fault reset] RST o o o o] o
[Jog] J0G A A A A o
[o] [ ] [ ] [ ] [ )
NST NST NST NST before SLS NST before sMs
(see note) (see note)
A X X X X
[Stop configuration] sTT
DCI DCI DCI DCI DCI
Q]
RMP A A o o
FST RMP RMP : ETTST during NST during SMs
FST FST e RMP Other cases
e FST
[+/- speed around ref] SRE A A A A o]
[Positioning by sensors] 1.ro A X X X X
[Prod Restart Assign] RP2A [o) o] [o) o o
3)
[Process underload] UL.D o [o) o o) o

(1): See note of NST.

which checks that nobody is present on forbidden area before motor restarts.

setting.
Legend:

+  O: Compatible functions

+ o Safe state

* NST: [Freewheel Stop]

+ DCI:[DC injection]

+ LFE: [Fallback speed]

* RLS: [Spd Maint Behavior]
+ RMP: [Ramp Stop]

+ EST: [Fast Stop Assign]

* A «: The function to which the arrow points takes precedence over the other function.

(2): When module safety is in STO state, Automatic restart is disabled. In 2 wires level, door locking should be associated to a system

(3): When safety module is not supplied, it goes on STO state. When supply is restored, safety module state depends on SM start input
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Variable Speed Drives Safety-Related Functions
Table 3
SAFETY MODULE USER FUNCTIONS
STO SS1 SLSramp | SLS steady SMS
[Process overload] 01.D (o] o o o] o]
[Rope Slack Handling] sDr () A X X X X
[Dynamic load detect.] D1.D (1) A X X X X
[Undervoltage handling] UsB o o o o] o
[Load Sharing] 1.DS A < | | o
[Motor control type] CTT
[U/F VC Standard] sTD o X X X X
[SVC V] vvC o o o o (o]
[FVC] rvC (o] o o o] o
[Sync. mot.] sYN o X X X X
[Energy Sav.] NLD (o) o o o] o
[Sync.CL] sy o o o o o
[U/F VC 5pts] Ur5 o o] o o o
[SYN_U VC] synu o X X X X
[U/F VC Energy Sav.] ECO o X X X X
[Reluctance Motor] srvC o X X X X
[Output Ph Rotation] PHR (2) (o) o o o o
[2-Wire Control] 2C o o o o o
[3-Wire Control] 3C o o o o o
[Forced Local Assign] F1L.0O A A A A o
[Command Switching] cCcs A A A A o
[Freq Switch Assign] RFC A A A A o
. °
Emergency stop Emergency stop
before S1.s (see before sMs (see
[Device Lock] .55 () . . 5 note) note)
o o
Emergency stop Emergency stop
during s1.s during svs

(1): STO: reference safety message about vertical axes, external mechanical protections shall be installed.
(2): Check phase rotation setting in safety drive is same as phase rotation configured in safety module.
Legend:

* O: Compatible functions

* A «: The function to which the arrow points takes precedence over the other function.

+ « Safe state
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Safety-Related Functions Variable Speed Drives
Table 4
SAFETY MODULE USER FUNCTIONS
STO SS1 SLS ramp | SLS steady SMS
[OutPhaselLoss Assign] OPL
[Function Inactive] NO
A o o [o) o
[OPF Error Triggered] YES
[No Error Triggered] OAC o X X X X
[Disable Error Detect] T1H (2) [o) o o o) o
[Macro Configuration] MCR o] o o o] o
[Parameters switching] MLP o o o o o
[Ref. operations] OAT A A A A o
[Motor short circuit] scr1 o] o o o) o]
[Ground Short Circuit] scr3 o] [o) o o o
[Motor Overspeed] sOF A o o o] o
Configuration transfer 3) o] [o) o) o] o]
A . . . .
NST NST NST NST before SLS NST before sms
(see note). (see note).
RMP
[Limit switches] 1.5 () e A A @ 0
RMP RMP NST during SLS NST during SMS
FST FST RMP RMP
FST FST
[Catch on the fly] FLR
[Measured] HWCOF A A o o o
[Computed] swCoOF A X X X X
[High Speed Switching] cHs (o] (o) (o) o] (o]
[Encoder check] ENC o o o o o
[Reverse disable] RETN o] [o) [o) o] o]
[Backspin Control] Escc X X X X X
[Backlash compensation] Bs0oM A A A [o) o
[Fluxing by DI] FL.I A A o [¢) o
[Memo reference frequency] sr o] o A A o
[Stall monitoring] STPR (1) A . . ° °
Error before sT.s Error before sMs
(see note) (see note)
o o
Error during SL.s. Error during svs
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Safety-Related Functions

Table 4 (Continued)

SAFETY MODULE USER FUNCTIONS

STO SS1 SLS ramp | SLS steady SMS
(1): See note of NST.
(2): Safety module error cannot be inhibited.
(3) Safety module and safety drive configuration are transferred. Need to be activated.
Legend:
*  O: Compatible functions
* A «:The function to which the arrow points takes . - . .
precedence over the other function. ase rpe L elhedon
« e« Safe state * RME:[Ramp Stop]
. usT: [Freewheel Stop] e FST: [Fast Stop Assign]
» DCI:[DC injection]
* LFFE:[Fallback speed]
Table 5
SAFETY MODULE USER FUNCTIONS
STO SS1 SLS ramp | SLS steady SMS
[Encoder monitoring] SDD A X X X X
[Brake logic control] BLC o) o o o o]
[Torque control] TOR(2) A X X X o]
[Auto DC injection] ADC A A o o o]
[DC injection] DCT A X X X X
[Motor tune] MTU A A o o o
[Rotation Tune] TRAM 3) A . . . o]
[External weight meas.] ELM o o o o] o]
[Dec.Ramp Adapt] BRA A A A o] o
[Out. Contactor Assign] ocC o < | < o]
[Absolute] 2Bs A o (o] o o]
[ ] [ ]
Error before sT.s Error before svs
[Frequency meter] £0QF (1) o) ° ° (see note) (see note)
o o
Error during sLs. Error during sMs
[Boost] BOO A o o o o]
[Angle test
setting]
ASA
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Safety-Related Functions Variable Speed Drives
Table 5 (Continued)
SAFETY MODULE USER FUNCTIONS
STO SS1 SLS ramp | SLS steady SMS

[IPM align.] 1PMA A X X X X

[SPM align.] spva A X X X X

[PSI align.] PST A o] o] o] o)

[PSIO align.] PS10 A o] o o] o)

[Rotational Current Injection] A [o) (o] (o) o

RCI

(1): See note of NST.

(SZ_I)_OI]n case of torque control activation, sMs violation speed reaction should be configure to STO [SMS_VIOLATION_ERR_REACTION =
(3):

1. Depending on Safety Functions and TRAM settings, some Safety Violations can be triggered during the tune in rotation.

2. Ifthe case 1- is encountered, it is recommended to execute the tune in rotation without activating the Safety functions.

3. In case of speed estimation error by the safety module, it's recommended to remove the safety module to realize the tune in rotation.
Legend:

* O: Compatible functions

* A «: The function to which the arrow points takes precedence over the other function.

+ « Safe state
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Table 6

SAFETY MODULE USER FUNCTIONS

STO SS1 SLS ramp | SLS steady SMS

[Stop on top Z] TOST A A A o) o]
[Spd Loop Optimization] MCT. o o] o] o) o
Mechanical resonance rejection. o o] o o o
[Sleep menu] ST.P A A X X o
[Pumpcycle monitoring] csp o o o o o]
[Master/Slave] 1sM (D A X X X X
[iPar Activation] 1PAV X X X X X
Fast device replacement X X X X X
[Diagnos-
tics] DAU

[Fan Diagnostics] FNT o o o [o) o]

[HMI LED diagnostics] 51T o o] o] o o

[IGBT Diag w motor] 1wT (2 X X X X X

[IGBT Diag w/o motor] 1wOT (2) X X X X X
[Power Backup] RET A X X X X
[Fieldbus Interrupt Resp] cLL ) . . . . .

Legend:
*  O: Compatible functions

* o Safe state

(2): Safety module shall be unplugged to execute the diagnostic.

* A «: The function to which the arrow points takes precedence over the other function.

(1): For this version, Master slave function is incompatible with safety functions other than STO.

(3): Reaction on PROFInet timeout is always STO because PROFIsafe communication is interrupted.
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Variable Speed Drives

PROFIsafe index

For the requests of the sub module (PROFIsafe module), here is the following

index used:

PROFInet

Record Index Access Rule

Name

Description

Data Type

Identical
to Drive
Parameter

0x3BCA Read
(15306)

State SM

Safety module state:

0: Start

1: Not Ready to Switch On
: Switch On Disabled

: Ready To Switch On

: Operation Enabled

: Fault Reaction Active

0 N o w N

: Fault
10: SS1 active
11 STO active

Unsigned8
(0-255)

SSTA

0x3BCB Read
(15307)

SM Configuration
State

Safety module configuration state:
0: Not configured

1: Not validated

2: Validated but not approved

3: Approved

4: No password configured

Unsigned8
(0-255)

SCNA

0x3BCC Read
(15308)

Safety Function
Active

Safety module active function:
0: STO

1: No function active

3:SLS

5: S81

8: SMS

Unsigned16
(0-65535)

SFCA

0x3BF6 Read
(15350)

STO trigger

Origin of Safe Torque Off activation:
0: STO is not requested

1: STO requested by [Safety Controller],
Safety function or PROFIsafe protocol

2: Safety fault

3: PROFIsafe communication is not running.

Unsigned8
(0-255)

0x3BF7 Read
(15351)

INTERNAL_FAULT

Error Group: Internal Fault
0. no fault

1. fault present

Bit

0x3BF8 Read
(15352)

SAFETY_
VIOLATION

Error Group: Safety Violation
0. no fault

1. fault present

Bit
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PROFIsafe index

1. fault present

PROFInet Identical

o to Drive
Record Index | Access Rule Name Description Data Type Parameter
0x3BF9 Read SAFETY_CONFIG Error Group: Safety Config Bit
(15353) 0. no fault

1. fault present

0x3BFA Read IO_FAULT Error Group: 10 Fault Bit
(15354) 0. no fault

Safety error list

PROFInet
o Identical to Drive

Record Index Access Rule Description Data Type Parameter

0x3BE2 Read Safety Module Error Unsigned16 SMEO
number 0

(15330) (0x0000 - 0xO7FF)
SMEQ is the latest error
in the list

0x3BE3 Read Safety Module Error Unsigned16 SME1
number 1

(15331) (0x0000 - 0x07FF)

0x3BE4 Read Safety Module Error Unsigned16 SME2
number 2

(15332) (0x0000 - 0x07FF)

0x3BE5 Read Safety Module Error Unsigned16 SME3
number 3

(15333) (0x0000 - 0xO7FF)

0x3BE6 Read Safety Module Error Unsigned16 SME4
number 4

(15334) (0x0000 - 0xO7FF)

0x3BE7 Read Safety Module Error Unsigned16 SME5
number 5

(15335) (0x0000 - 0xO7FF)

0x3BES8 Read Safety Module Error Unsigned16 SME6
number 6

(15336) (0x0000 - 0xO7FF)

0x3BE9 Read Safety Module Error Unsigned16 SME7
number 7

(15337) (0x0000 - 0xO7FF)

0x3BEA Read Safety Module Error Unsigned16 SMES8
number 8

(15338) (0x0000 - 0xO7FF)

0x3BEB Read Safety Module Error Unsigned16 SME9
number 9

(15339) (0x0000 - 0x07FF)
SMES9 is the oldest error
in the list
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CRC2 error buffer entry

PROFInet Record Access Rule Description Data Type Byte Offset Name
Index
F_CRC_Seed=1: 8 bytes 0 IMPLICIT 1
CN_incrNR_64
F_CRC_Seed=1: 8 bytes 8 IMPLICIT 2
CN_incrNR_64
0x64
Read Expected CRC 4 bytes 16 CRC_Expected
(100)
Wrong CRC 4 bytes 20 CRC_Received
VERSION 2 bytes 24 value = 1
Codename 4 bytes 26
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Display

LED Indicator

The following table shows the behavior of the LED indicators when the PROFIsafe

module is plugged:

LED Color & status Description
System Fault Off The device does not have an IP address or
powered off.

RED ON Error detected on the module

Green ON At least a port is connected and has a valid IP
address.

Green flickering In combination with other LEDs: DCP manual
identification phase / DCP flash mode or as long
as the iPar-Client did not accomplish transfer
(backup or restore) its parameters.

Green/Red blinking Power-up testing

Green flashing 3 times | All ports are unplugged, but the module has an
IP address

Green flashing 4 times | Error detected: duplicate IP address

Green flashing 5 times | The module is performing a DHCP sequence

Bus Fault OFF The device is powered off

Red ON The device has detected an ILF error

Green ON The device is ready and operational

Red flickering The device has detected a communication
interruption / wrong configuration or a
PROFINET controller at Stop state.

Green flickering In combination with other LEDs: DCP manual
identification phase / DCP flash mode

Green/Red blinking Power up testing

Red single flash No connection to the PROFINET controller

ASF OFF Power stage unlocked.

Solid Yellow Power stage locked.

Slow Blink Yellow Safety Function Monitoring is on going.

Fast Blink Yellow Safety Configuration Modification is on going.

NOTE:

Communication status LEDs are used only to check the status for test operation

and during troubleshooting.

Do not use them as operation indicators. Communication status LEDs are not

provided as included in the safety system.
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Dedicated Safety Functions menu in the Display

Terminal

Overview

If the PROFIsafe module is inserted, the dedicated menu [Safety Module] 0sv-
accessible via the Display Terminal is displayed. The menu access is:

[Complete settings] CsT- = [Safety Module] 0SM-

This menu allows you to:
« Enable the PROFIsafe module by entering the activation code,
» Visualize the real-time status of the PROFIsafe module, the safety functions,
* Reset the safety configuration,
* Read the current PROFIsafe module errors.

[Activation Code] SCAC

It is composed by 4 characters (letters and digits).

Entering the activation code enables the safety module and its safety functions
([Safety Config Status] scNA switches to [Activated] APRV). Once the activation
code validated, acceptance test must be done.

The activation code must be entered via a local connection.

The activation code is accessible if [Safety Config Status] sca is equal to
[Validated] VA L. It means that the safety configuration has been transferred and
this configuration has already been validated by the commissioning software.

After the activation code is entered at the Graphic Display Terminal, the safety
drive may transition automatically to the operating state Operation Enabled if
PROFIsafe communication is running. Depending on the wiring and the
configuration of the safety drive, this may result in immediate operation.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION

» Verify that there are no persons or obstructions in the zone of operation
before entering the activation code at the Graphic Display Terminal.

» Verify that you are fully aware of all consequences of entering the operating
state Operation Enabled.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

In case of transfer via the commissioning software, the activation code is
displayed on the DTM inside the Safety Conf tab.

In case of configuration cloning, the activation code is displayed inside the safety
report associated to the cloned configuration. It can also be displayed by
connecting to the commissioning software inside the Safety Conf tab and is not
requested by the display terminal .
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[Safety Module Status] SsTA &

PROFIsafe module status.

The PROFIsafe module status is different from the safety drive status.

Code / Value Description

[Starting] STRT Initialization ongoing but not completed.

[Not Rdy To Switch On] NRSO PROFIsafe module initialization is completed.
[Switch On Disabled] soD Safety module and safety drive initialization are

completed but PROFIsafe controller has not
started the cyclical exchanges with the safety
drive.

* PROFIsafe controller has disabled the
safety module due to timeout or telegram
corruption. The safety controller must
acknowledge the reintegration to enable the
safety module.

* PROFIsafe controller has disabled the
safety module due to the PLC program
(Failsafe value output activated).

* SS1 function has been completed and its
request has not been deactivated.

[Ready To Switch On] RTsO Configuration of PROFIsafe module is completed
it is an intermediate state before authorizing
operation.

[Operation Enabled] OPEN Safety drive is in operational mode. STO is
deactivated.

[Fault] FLT Safety error triggered.

[STO Active] sTO Safety function STO is active.

[SS1 Active] ss1 Safety function SS1 is active.

[Safety Config Status] SCNA &

Safety configuration status.

Code / Value Description

[No Password] NOPW No password defined and no configuration.
Factory setting.

[No Configuration] NCNF Password defined but no configuration.

[Not Validated] NvAL Configuration not validated by the

commissioning software. The readback values
must be acknowledged .

[Validated] VAL PROFIsafe module validated, it needs to be
activated (with the activation code).

[Activated] PRV PROFIsafe module activated.
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[Active Safety Fct] SFca &

Active safety function.

It shows the activation state of the STO function.

Code / Value Description

[None] 7001 No safety function is active.
[STO] F0O00 Safety function STO is active.
[SLS] F003 Safety function SLS is active.
[SS1] F005 Safety function SS1 is active.
[SMS] Fo08 Safety function SMS is active.

[Active F_D_Address] FDAD &

Active F_Destination_Address

This parameter displays the configured F-address of the safety drive.

Code / Value Description
[Not Configured] NOCF The F-address is not configured.
1...65534 The F-address value.

[Safety Config Reset] SFRS

Safety configuration reset

Reset of the safety configuration. It resets only the parameters related to the
PROFIsafe module.

This parameter can be accessed if [Access Level] L.AC is set to [Expert] EPR.

Code / Value Description
[No] o Not active.
[Yes] YES Request to reset the safety configuration.

Note: This setting is possible only if motor is not
running and whatever PROFIsafe
communication state.

[Safety Module Errors] SME- menu

This menu contains additional information about the current detected errors
related to the PROFIsafe module by:

+ [Safety Module Error] sMLE, and/or
» [Safety Module Error 0] sMEO to [Safety Module Error 9] sSMEO.

It corresponds to current errors triggered by PROFIsafe module. When sMEx
is different than 0, the [Safety Module Status] ssT2 is set to [Fault] FL.T.

The list of error codes is available in the section [Internal Error 18] INFT errors,
page 105.
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[PROFIsafe Com State] ssM1 &

PROFIsafe Communication State
This parameter represents the safety drive communication current state.

This parameter is only used to verify the status for test operation. Do not use this
parameter as operation indicator.

The different safety drive states are:

Code / Value Description

[Disabled] s001 PROFIsafe communication is not configured. It
is disabled until the F_Address is configured by
the commissioning software of the safety

module.

[Waiting F-Params] s002 The safety drive is waiting for PROFIsafe
communication parameters from the safety
controller.

[Invalid F-Params] s003 Invalid PROFIsafe parametrization.

[Configured] s004 The PROFIsafe communication has been

properly configured.

[Data Exchange] s005 * PROFIsafe cyclical data are exchanged.
AND data are valid.
AND IOPS are GOOD.

[Stopped] s006 * PROFIsafe cyclical data are exchanged.
EITHER data are NOT valid.
*  ORIOPS are BAD.

[Fail-Safe] s007 PROFlsafe fail safe state.

[Safety Com Map] SCM- menu

[Cmd Word 1-0] 5170 to [Cmd Word 13-12] scie. >

It mirrors the safety command word exchanged between PLC and the safety drive.

[Status Word 1-0] ssw0 to [Status Word 13-12] sstie. @

It mirrors the safety status word exchanged between PLC and the safety drive.

[Safety Config Test] SCT menu

This menu can be accessed if [Access Level] L.AC is set to [Expert] EPR.

This menu gives access to the safety configuration test function. This function can
help during the tests of your safety configuration. It is used to:

» substitute the deceleration commanded ramp set by the safety module by
[Test Ramp Cmd] FsRC value if configured, and

» ignore the limitation to the set point requested by the safety module by the
reference frequency set by the drive application.

Once the acceptance tests are done, this function must be disabled by setting
[Test Cmd Activation] Fsca to [Not Assigned] NO.

NOTE: After a power cycle, the setting of the parameters [Test Cmd
Activation] F'sca and [Test Ramp Cmd] FSRC is reset.
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Status of the safety drive

This function only operates if the digital input or the virtual digital input assigned to
[Test Cmd Activation] FSC2 is activated and if the safety module gives the
frequency reference to reach or a deceleration commanded ramp to follow (e.g. if
the safety function SS1 or the safety function SLS is operating).

if the digital input or the virtual digital input assigned to [Test Cmd Activation]
FSCA is activated, [Device State] Hv1s displays [Safety Config Test] scTp.

Parameters
Parameter [Test Cmd Activation] Fsca
Description Configure the digit input or the virtual digital input assigned to the activation of
the safety configuration test function.
NOTE: This parameter can only be modified if the motor is not running.
Setting * [Not Assigned] N10: Not assigned (Factory Setting)

* [Yes] vEs: Function always active

+ [DHM]LI1...[DI8] LI8: Digital input DI1...DI8 (depending on the product
number of the drive)

+ [DIM1]LI11...[DI16] LI16: Digital input DI11...DI16 if VW3A3203 I/O
extension module has been inserted

+ [CDO00]cDOO0 ... [CD10] cD10: Virtual digital input CMD.0...CMD.10in I/
O profile 10 configuration

+ [CD11] cp11 ... [CD15] cp15: Virtual digital input CMD.11...CMD.15
regardless of configuration

+ [C111] c111 ... [C115] c115: Virtual digital input CMD1.11...CMD1.15
with integrated Modbus Serial regardless of configuration

+ [C101]c101 ... [C110] c110: Virtual digital input CMD1.01...CMD1.10
with integrated Modbus Serial in I/O profile 10 configuration

+ [C201] c201 ... [C210] c210: Virtual digital input CMD2.01...CMD2.10
with CANopen® fieldbus module in I/O profile 10 configuration

+ [C211]c211 ... [C215] c215: Virtual digital input CMD2.11...CMD2.15
with CANopen® fieldbus module regardless of configuration

+ [C301] c301 ... [C310] c310: Virtual digital input CMD3.01...CMD3.10
with a fieldbus module in 1/O profile IO configuration

* [C311]c311 ... [C315] c315: Virtual digital input CMD3.11...CMD3.15
with a fieldbus module regardless of configuration

+ [C501] c501 ... [C510] c510: Virtual digital input CMD5.01...CMD5.10
with integrated Ethernet in 1/O profile 10 configuration (this selection can
be accessed on ATV340++sN4E drives).

* [C511]c511 ... [C515] c515: Virtual digital input CMD5.11...CMD5.15
with integrated Ethernet regardless of configuration (this selection can
be accessed on ATV340++*N4E drives).

Parameter [Test Ramp Cmd] FsRC

Description Configure the deceleration commanded ramp replacing the one requested by
the safety module.
This parameter is forced to [No] 10 if [Test Cmd Activation] FSCA is set to
[Not Assigned] NO.

Setting * [No] no: Not used (Factory Setting)

* 0.1 Hz/s up to 20,000 Hz/s (step: 0.1 Hz/s): Setting range

Behavior of the function with SS1

During SS1 operation, if the safety configuration test function is activated (the
input or bit assigned to [Test Cmd Activation] FsC2 switches to high-level), the
deceleration is done following [Test Ramp Cmd] rsrc. The following figure
shows this behavior.
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STO S

F: Frequency / MF: Motor Frequency / RF: Reference Frequency
S$81: activation of SS1
FSCA: activation of the safety configuration test function

If the safety configuration test function is activated before SS1 activation, then at
SS1 activation, the deceleration is immediately done following [Test Ramp Cmd]
FSRC.

NOTE: if the parameter [SS1 drive control] sC36 of the safety function SS1
is set to External or if the parameter [Test Ramp Cmd] FSRC is set to [No] NO,
this function has no effect during SS1 operation.

Behavior of the function with SLS

During SLS operation, if the safety configuration test function is activated, then
reference frequency applied to the motor is set by the application of the drive. In
case of deceleration, if the reference frequency greater than [SLS positive set
point] sCc50 and if [Test Ramp Cmd] FsRcC is different from [No] NO the
deceleration follows [Test Ramp Cmd] FsSRC value else the deceleration is done
following the application deceleration.

NOTE: This function is also possible for negative setpoint.
The following figure shows an example with SLS type 2.

|
|
|
I
|
|
LS FSCA SLS FSCA FSCD FSCA t

(7]

F: Frequency / MF: Motor Frequency

RF_SM: Reference Frequency set by the safety module / RF_APP: Reference
Frequency set by the application of the drive

ACC: Acceleration / DEC: Deceleration
SLS: activation of SLS

FSCA/FSCD: activation/deactivation of the safety configuration test function
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Configuration of the safety system

What’s in This Chapter

Prerequisites to configure the safety drive ...........ccooeviiiiiii i, 79
Commissioning the safety drive ... 80

Overview
To configure the safety drive, follow the following steps:
Step With/ Action
Without
PROFIsafe
Module
inserted
1 Without Configure the Drive Motor Control using SoMove or Graphic Display
Terminal - including IP settings
2 Without Configure and test Drive Motor control using with SoMove / Graphic
Display Terminal.
3 — Power off and insert PROFIsafe module.
4 With Configure the safety drive using TIA Portal or SoMove.
5 With Test PROFIsafe system.
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Prerequisites to configure the safety drive

The user must be qualified to configure the safety functions.

The safety drive firmware version to support the PROFIsafe module is V4.3IE37_
B23 and above.

The PROFInet module VW3A3647 needs to be plugged. The firmware version
compatible with the PROFIsafe module is V3.2IE12 or higher. More details about
the installation on the ATV340 PROFINET manual, page 11.

After installing and plugging the PROFIsafe module in the safety drive, verify the
safety drive firmware on the display terminal via [Diagnostics] DI~- =» [Diag.
data] DDT- =P [Identification] O1D.

When the safety drive has a firmware version that does not support the
PROFIsafe module, the [Internal Error 6] INF6 error is triggered (see [Internal
Error 18] INFT errors, page 105) and a firmware update is required of the
PROFInet module if not the V3.2IE12 and above or the safety drive if not
V4.3IE37_B23 and above. The firmware update can be done through the
Ecostruxure Automation Device Maintenance (more details about the firmware
update in Ecostruxure Automation Device Maintenance Altivar User Manual), if
the update has not succeeded, please contact your local Schneider Electric
service.

Before starting to configure the parameters of the PROFIsafe module, configure
the standard parameters of the safety drive.

This part can be configured using the Schneider_Electric_Altivar_Machine_
ATV340_DTM_Library V4.1 compatible with the safety drive. For more details
about parameters, refer to ATV340 Programming manual, page 11.

Use the links below to download these files:

Files Links

SoMove: FDT SoMove_FDT (English, French, German,
Spanish, ltalian, Chinese)

Altivar 340: DTM ATV340_DTM_Library _EN (English)

ATV340_DTM_Lang_FR (French)
ATV340_DTM_Lang_DE (German)
ATV340_DTM_Lang_SP (Spanish)
ATV340_DTM_Lang_IT (ltalian)
ATV340_DTM_Lang_CN (Chinese)

GSDML file PROFISAFE GSDML VW3A3807 files
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Commissioning the safety drive

The configuration of some parameters is required to establish PROFIsafe
communication between the safety PLC and the safety drive. It is done mainly via

TIA Portal and the DTM.

Step Action

To configure the safety drive, it is necessary to download the PROFISAFE GSDML VW3A3807 files from se.com.

] II ‘
T
ole|o|ae

[>] [100% v —y— @

Profisafe_Demo_1 » Devices & networks - EX
Devices | Plant objects | Topology view |gh Network view [ Device view |[k5
&) || 2 [ ¢ nework 1§ connections a4 E Y = H
o] H
v _] Profisafe_Demo_1 H
Addneud g
A) e ol 1
= = CPU 1516F-3 PN 13
T TCROTSToT-TPII0
» ' Ungrouped devices |
» 5§ Securitysettings )
» |28 Cross<evice functions o
» [l Unassigned desices %
» /¢ Common data :
» ) Documentation settings H
» [ Languages & resources 1
» (4 Version control interisce =
» [y Online access 4
1 » (1 Card Readeriuse memory %
; 2
(MOt 8 gect 10 controller H
PLC_1 PROFINET interface_1
PLC_1 PROFINET interiace_2 ﬁ
c
F
]
3]
>
g
1
v|
< l M 2| [100% o —§— g
> | Details view 4 Properties  |" Info 4| % Diagnostics |
Add a standard Telegram. For more details about different telegrams, refer to ATV340 PROFINET manual, page 11.
Options =
& [Avezo[avvosovwaasedr) [=] B ﬁ~ = | Device overview = ==
B W - Module Rack  Siot  lsddress Qsddress Type ' v Catalog g
- AV930 [ ATVS30 VWBA3647 [id] [t 2
b interface ox1 AVS30 @Brier  Profie: [l Bl §_
: » [ Head module H
2 - [ Module

~ [ Functiona Safety
W orive SafetyFunctions Telegram

[T Treiegrom 1 (reori

TR eTegTerToY y
[l Telegram 101 (4PKWEPZD)
M Telegram 102 (6¢2D)

[l Telegram 106 (4PKWEFZD)
[l Telegram 107 (4PKW16PZD)

[ vurppy @] emean T Sl @] seer suuo ]

? | Information
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| Device overview

|&* Topology view gy Network view

Step Action
Select and add the drive safety functions telegram.
Options
df [Avsso Avesowsasesr) [v] il B (&)EH® Zd [ [ Device overview ’ =
'
2 W - Module Rack  Slot 1address |Qaddress Type v | Catalog H
v ANV930 L] ] ATV930 VW3AIE47 il it &
| Ae ommon s S r—— =11
: ; » [ Head module 2
- I
N 0 W Medule L
— ] ¥
- s
2
= | [l elegram 1 (PROFIdrive) H
[l Telegram 100 (4PKW2PZD) g
Il Telegram 101 (4PKWEPZD) -
M 7elegram 102 (6PZ0) -
B Telegram 106 (sPrwBrzD) o)
L [l Telegram 107 (4PKWI1 6PZD) ®
=
c
]
8
3
3
»
g
g
v
<Ju 3| [100% =] —¢— 4
> | Information

| DY Device view |

Bojejes siempiey

W - odule Rack  siot |1sddress |Q eddress Type Anticle no. Fimware  Comment
- Anve30 ) ) ATVO30VIBA3647  ATVS30
o L » interface 0 ox1 ATV930
& ~ Telegram 1 (PROFdrive) 1 O 1 Telegram 1 (PROFI
- Module Access Point O 1 Module Access Point
Stnderd Telegram 1 © 12 0.3 0.3  SwnderdTelegnm1
—
- DL orive sefery Function: Teleg_[0 3 410 4.10  DriveSefetyFuncti ||
- f
i
:
v|
<|n [>] [100% = ¥ €

[ surppy =] seuwian T s4seL K] sioo3 suiug &

& [ATv930 [ATV930 VWBA3E4: HEe

< | Device overview

& Topology view | Network view

|IY Device view |

Bojeies siempiey g]_|

F4IO DB-number

() F4/0 DB manual number assignment
30002

NOTE: each safety drive must have a unique F_Dest_Address on the network.

X2\ | | 0 s il ladisen addolpn e ——
* \\ | > ATVS30 o o ATV930VWBA3647  ATVG30
i b interface ° ox1 ATVe30
— * Telegam 1 (PROFidrive) 1 O 1 Telegram 1 (PROFId.
! Module Access Point O 1" Module Access Point
- l Standard Telegram 1 0 12 0.3 0.3 Standard Telegram 1 —
2 &l
I Drive Safety Functions Teleg... 0 3 4.10  4.10  Drive SafetyFuncti... I o
<[ (3] 75> W o w :
['q Properties |4 Info i) | &) Diagnostics H
|| General | 10tags | System constants | Texts H
- General 4:5’
Catalog information Ao (=3
=
z
4 10 addresses FSiL [ si2 [+ -
F_CRC_Length: [4-8yteCRC T=] I
F_Block_ID: [0 g
F_Par_version: |1 2
2
i F
‘ I I -
£ 4b F_Dest_ad 3
v 2 >
2
F_Passivation: DeviceModule T+] %
F_CRC_Seed: |[CRCSeed24/32 =] ¥
(& Menual assignment of F-menitoring time —
F_WO_Time: |150 ms
F_Par_CRC: [17
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Step Action
Download the program to the PLC then go Online. The device can be located using the Flash LED. To establish the
connection, the station name must be assigned.
Assign PROFINET device name.
1 Configured PROFINET device
P S2_Profisafe P jrouped devices » ATV930f i |
[ ] (]
dt [aveaors pvssovenss] | & (B ) Device tpe: F
:
Type of the PGIPC interface: | §_FHIE - 930 s s
{9 0-Link DUE-131211332 UsB3 00 Gigabie exn.. [ ) Bl egram 1 (PROFId_.. 5
Jdule Access Point
Device filter ndard Telegram 1 7
9 Only show devices of the same type. ve Safety Functi.. 5
= e - .
() Onlyshow devices without names g
5 |Accessible devices in the network: )
P address MAC sddress Device PROFINET device name Status.
192.1683.19 000054481 ANV930 k2 1. Device name is different
192168326 000054481 'ANS30  AVE30ps 9 ox
192.1683.15 000054480 ANV930 ATV930_p1 1. Device name iz different
192168322 000054480 AIV930 ATV930_p2 : % Device name iz different
Online status information:
@  searchcompleted. 0 of 23 devices were found. %
@  searchcompleted 0 of 23 devices were found -
@  Searchcompleted. 0 of 23 devices were found.
O IS e 2 i ] v]
L Oxe 1 [ies % info DY Diagnostics
Open SoMove with the according DTM, navigate to the Safety Conf and Create New Safety Configuration.
I8 SoMove 2.9 - Untitied Project.psx® - o X
File View Communication Device Tools Help
DS EP RS LPEHRIS
9 ?2lomm e e X device not connected ® savr ® WoWarning
My Dashboard Parameters List Parameters Layout x Diagnostics x Display X X Safety Display
6
Create
Woiscorected | (3 ostaset & Modbus TCP1192.168.0.208 | Project Losded
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Step Action
Create a Password according to the information button If you have clicked on Create button, a Create Password dialog box is
displayed:
« Type the new configuration password in New Password box.
* Retype this configuration password in Re-Type New Password box.
» Click OK.
Take carefully note of it inside the machine maintenance guide.
NOTE: It is recommended to have a unique password for each safety drive on the network.
NOTE:
The password must contain:
* 6 Characters,
* Atleast 1 number
» Atleast 1 alphabetical character,
* Atleast 1 special character (suchas !, ?,/, -)
Example of password: ATVO1#
Fle View Communication Device Tools Heb
DS EP BB LPEHIS
Q ?le 101 % [ device not connected [® swvr @ NoWarning E
7 Parameters List Parameters Layout x
Create Password
Create password for the safety configuration
(must contain 6 characters)
New Password
cerree | 0
Re-Type New Password
eenneal [
i La touche Verr. Maj. est active
La touche Verr. Maj. est enfoncée, ce qui peut fausser la saisie de votre mot
de passe.
Appuyez sur Verr. Maj. pour la désactiver, puis entrez votre mot de passe.
'thsr.ormc:ed Omn.&: b Modbus TCP:192.168.0.208 | Project Loaded
Configure the SC68 F_address parameter already configured in TIA Portal.
NOTE: each safety drive must have a unique F_Dest_Address on the network. the PROFIsafe address is a type 1: F_
Dest_Address only
I8 soMove 29 - Untitled Projectpsx® = o x
Fle View Communicaton Device Tools Hep
DB EP BB LPEHIS
2] 9 ?€ 1|2 @ x device not connected I@ SAVF @ NoWarning
My Dashboard Parameters List [Parameters Layout x Diagnostics x Display x Scope x Safety Display  x Conf x e
SC86: PROFlsafe : Configured F_Destination_A. Not configured o
SCB5: SS1 flelddus usage: Safety function not used v
8 SCH6: SLS fieldbus usage: Safety function not used hd
SC56 - SMS funcion moade: Function inactive ~

@ Vandatory parameters must be set and constraints fuliled before proceeding to the ransfer. o

Safety Report

T [ E=En

U Dscomnected 13 Data set & Modbus TCP: 192. 168.0.208 | Project Loaded
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Step Action
In case of SS1/SLS/SMS functions usage:
Activate the SC65, SC66, SC56 parameters.
My Dashboard Parameters List Parameters Layout x Diagnostics x Safety Display  x
DIRECT SAFETY LOGIC You must configure Safety Address
PROFlsafe >
PROFlsafe
Motor / Encoder
= SC68 : F_Destination_Address: 3 +1| S+
8 b sLs SCB5 : 881 fieldbus usage: Enabled v
sMs 'SCB6 : SLS fieldbus usage: Enabled v
'SC56 : SMS function mode: Maintenance v
Configure SS1, SLS, SMS in their own tab and transfer the configuration to the Safety module. A pop up to locate the device is
displayed and the LED Status of the safety drive is blinking in orange to visually confirm the safety drive being configured.
. + - o
Fle View Communication Device Tools Help
15 2P RRS PN
B Qo 2o @n 3 L -~ [& device synchronized @ @ AT [o sav @ WoWaming @
Parameters List Parameters Layout x X Salety Display
DIRECT SAFETY LOGIC . =
PROFisafe
Motor / Encoder
881
sis F A
T S —
Click
8.c 1. "Device Found” to continue f the device with solid orange LED s located

L0
C517 8ba) ] T —
RF |
MF
t

Safety Configuration Transfer in progress...

Eatt Configuration Reset

[ T)| 90Devceata set 29/ Device i Faut

Modbus TCP:192.168.0.208 | Project Loaded
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Step

Action

After clicking on device found * Safety configuration Readback values table shows according to the configuration done in
the steps above * Accept or Refuse in case of you need to add some modifications.

Fie Vew Commuication Device Tools Hep

155 BB B PoN
9o ? o @

Safety Configuration Readback Values

My Dashboard Pa .
Before accepting the y sually led is blinking fast on targeted de
[ category Parameters Configured Value | safety Channel A Value Safety Channel B Value ~ =
DIRECT SAFETYLOGE PROFlsale  SC68:PROFIsafe  Configured F_Destination_Adcress 21 21 21
PROFlsafe SC65: 31 fieldbus usage Safety "
SCB6 : SLS fieldbus usage Safety function used via fieldbus Safety function used via fieldbus Safety function used via fi
Molor{ Encoder 556 SMS function mode Activated by Safety input ty input ty input
ss1 Motor /Encoder SCO1: Motor type Permanent Magnet Synchronous motor P motor
SC02: Motor pole pair numBer 3 ) 3
as 'SCO3:: Motor rotation inversion Inactive Inactive Inactive
_ SC04  Allowed frequency deviation 40Hz 40H 40Hz
'SCO05: Encoder type Resolver option module Resolver option module Resolver option module
SC06: Encoder resoluton 1 1 1
SCO7 : Encoder rotation inversion Inactve Inactive Inactve
ss1 'SC36: §81 drive control Automatic Automatic Automatic
503 551 commanceddecsioraton 200mzs 250nss 20018 |
8C31: 881 monitored deceleration 10.0 Hos 100 Has 10.0 Ha's }V-IRDH:
SC32: SS1 offset S50Hz S50Hz 50H
SC33: SS1 standsyill level 50Hz 50Hz 50Hz }V-IEOH;
'SC34 . S81 delay before monitoring S5ms 5ms Sms
8C35. 881 violation restriction Inactive Inactive Inactive
SCA5 PHSCASSL Undefined Undefined Undefined =
o TR w==y =g s =
(9) = :
>
"SSTen WOSE U SoTesS.
¢ | Transter | [ Exportto PC ] [ sumn J [ Edit Configuration } [ Reset ]

R Comected ) 200evice/Data set | €3 Device in Fauit Modbus TCP: 192, 168.0.208 | Project Loaded |

10

After accepting the readback values, the safety configuration transfer is validated and activated successfully.

Fle View Communicaton Devie Toos Hep

13 EPRES PN
90 ?2 &M@ 2 30 B deice synchronized

;%} @ A (@ v © WoWarning

My Dashboard Parameters List Parameters Layout x Diagnostics X X Safety Display
DIRECT SAFETY LOGIC -
PROFisafe
Motor / Encoder
891 Safety Configuration Transfer Validation & Activation Result X
sLs
_ ° Safety configuration transfer validated & activated successfully

A reboot of the device is necessary if a valid PROFIsafe : Configured F_Destination_Address has been modified.

Keep Adtivation Code in Safety Book for future use

Activation Code shall be requested in case of store to device configurabon by Keypad, Webserver of DTM. I_

I Satety Configurabon Actvation Code s | By I P
! Ensure that tested [ |45.0 Hz
\ Il '} ! 4: . >
\_J \_!J '
5058 F———4
v
< >
() Satety Module Configuration Activated.
| Transfer | [ Exportio PC ] [ Safety Report l [ Ean Configuration ] { Reset }
B Connected T)| BODevice/pata set 9| € pevice in Fauit Modbus TCP: 192.168.0.208 | Project Loaded |
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Step Action

Generate the safety report that includes the safety configuration activation code and the safety configuration done during the

commissioning phase.

B 9o ? 9 2 3 L B deice synchronized @ @ NST [ @ Wokrmor @ NoWarning E
Motor / Encoder
591 B T4
sis Safety funclion used via fieldbus ~ &
SMs Safety function used via fieldbus

Activated by Safely input
11

R comected 8 $00ewcemata set

) Satety Module Configuration Acivated

Generate

|| | [cm | [

i Device ok Modbus TCP:192.168.0.208 | Project Losded
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PROFIsafe watchdog time

AWARNING

LOSS OF CONTROL

Verify that the setting of this parameter is suitable for the application by
performing comprehensive commissioning tests for all load conditions and all
potential error conditions.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Watchdog Time (WDTime) is the time between the reception of the last valid
PROFIsafe telegram and the activation of a Safety function after the PROFIsafe
timeout has elapsed.

Response Time with PROFIsafe command: response time corresponds to the one
of the safety drive. The execution times of the program in the safety controller and
the transmission time via PROFINET fieldbus are not taken into account.

For the calculation of the response time between the safety PLC and the safety
drive, the PROFIsafe timeout F_WD_Time is considered in the event of an error
(e.g., due to communication disturbances). The activation of the Safety function
only occurs after this timeout has elapsed. It is calculated based on the following:
WDTime = F_WD_Time (configured) + WCDT (of safety function used).

DAT BUS / HAT / BUS /
\

F_WD_Time
4

Bus transfer time: is the time it takes when the PROFIsafe frame is transmitted
from the safety drive to the safety controller and vice versa. The bus transfer time
must be calculated while considering the event of diagnosis messages.

Host acknowledgement time (HAT) : the time it takes for the safety controller to
process an incoming PROFIsafe frame.

The value of F_WD_Time must be higher than the minimum watchdog time (the
sum of DAT,HAT and two times the Bus time), and the difference in the two values
must not exceed 30%.

Worst Case Delay Time (WCDT): Maximum response time between the arrival of
a PROFIsafe telegram and the activation of the Safety function in the absence of

an error.
Function Response WDCT value
STO STO active 20 ms
SS1 STO active 20 ms + (Delay / Ramp
deceleration parameter)
SLS SLS monitoring active 20 ms + Deceleration Time
SMS SMS monitoring active 20 ms
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Device Acknowledgement Time (DAT): Time between the reception of a
PROFIsafe telegram and the sending of a response to that telegram. It is setto a

value of 12 ms.

PROFlsafe

g Properties | Info & | % Diagnostics

[
FERC_Seed: |CRCSeed24i32
¥ Menual s=signment of FF-monitoring time

F40 DEname:

F_CRC_Length: |48yte<RC
F_Black 1D: [0

DevicelModule

() F410 D8 manual number assignment

F4/0 DBnumber: | 30002

F00000_DriveSafetyFunctions Tele

To activate the respective timeout errors according to PROFIsafe F_WD_Time
and the PROFInet watchdog, their values must be sufficiently different, with the
PROFIsafe F_WD_Time value higher than the PROFInet watchdog.

The PROFIsafe Watchdog time (F_WD_Time should be) is on the order of several
tens of milliseconds, which is calculated based on the values of DAT and HAT.

For example, by default, the Profinet Bus Cycle is 4 ms in the TIA portal, so the
Profinet Watchdog could be set to 16 ms (4 times the bus cycle). The PROFIsafe
Watchdog time (F_WD_Time) is generally set to several tens of milliseconds,
calculated based on the values of DAT and HAT. By default, the F_WD_Time is
150 ms in the Tl portal, but this value should be adapted by the customer

according to the HAT and DAT values.

Response time of the SLS/SMS/SS1 safety functions

During the activation of the SLS/SMS/SS1 functions and if the limits are
exceeded, then the response time to reach STO must be considered:
WCDT + response time.

Response Time when limits are exceeded

Function Response Safety configuration | Safety configuration
in closed loop (SIL 3) | in open loop (SIL 2)

SLS STO active 100 ms 650 ms

SMS STO active 100 ms 650 ms

S81 STO active 100 ms 650 ms
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Motor / Encoder Configuration

The parameters show in the Motor / Encoder tab can be automatically filled
according to the safety drive configuration by clicking on Apply Motor & Encoder

Config button. Verify that the imported values correspond to your application (in

case of STO only, this part is not accessible by the DTM).

NOTE: This tab is only visible if at least SS1 or SLS or SMS function is
enabled via configuration of SC65, SC66 and SC56.

It is possible to fill them in manually. In this case, ensure that the settings are

consistent with the safety drive configuration.

After a safety configuration transfer, if the motor and encoder parameters inside
the safety drive configuration are modified (via the Graphic Display Terminal and/
or via the commissioning software), the safety configuration must be performed
again to remain consistent. Otherwise, the monitoring functions of the safety

module will trigger an error.

NOTE: Check that the mechanical and electrical operation of the encoder, its
power supply, and connections are all OK.

The following table shows the motor parameters used for the safety configuration:

Parameter

Description

Possible Values

[Motor type] scO1

Type of motor.

The value must be consistent with the
setting of [Motor control type] CTT.

NOTE: Permanent Magnet
Synchronous Motor can only be used
with closed loop control.

Setting range:
* Undefined
¢ Asynchronous Motor

¢ Permanent Magnet Synchronous
Motor

[Motor pole pair number] sc02

Number of pole pairs of the motor.

Setting range:
* Undefined
* 1...65,535 pole pairs

[Motor rotation inversion] sc03

Output phase rotation.

The value must be consistent with the
setting of [Output Ph Rotation] piR.

Setting range:
¢ Inactive

e Active

[Allowed frequency deviation] sc04

Allowed motor frequency deviation.

Defines the maximum tolerated frequency
difference between internal estimated/
measured motor frequency.

The setting of this parameter depends on
the application (frequency overshoot,
inertia, acceleration, motor slip, etc.).

It is a compromised between robustness
and reliability.

Setting range:
0...200.0 Hz
Step: 0.1 Hz

Factory setting: 2 Hz
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The following table shows the settings of the motor parameters according to the
type of motor and the type of loop control:

Parameter

Asynchronous motor

Permanent Magnet
Synchronous motor

Open loop ()

Closed loop (2

Closed loop (@)

[Motor type] sc01

Asynchronous motor

Permanent Magnet
Synchronous motor

[Motor pole pair number]
SC02

This parameter must be set to the closest integer equal to or less

than:

60*FRS / NSP

With [Nominal Motor Freq] 7rS and [Nominal Motor Speed] 1sP

Example: FRS = 50 Hz and NsP = 1460 rpm then SC02 = 2

This parameter must be set to
the same value as [Pole pairs]
PPNS.

[Motor rotation inversion]
SC03

* Inactive: If [Output Ph Rotation] PHR is set to [ABC] ABC.
* Active: If [Output Ph Rotation] PHR is set to [ABC] ABC

[Allowed frequency deviation]
SC04

If required, modify the value
depending on the application: it
may be reduced close to 0 Hz.

If required, modify the value
depending on the application: it
must greater than the slip of the
motor.

If required, modify the value
depending on the application: it
may be reduced close to 0 Hz.

(2): If [Motor control type] CTT is set to [FVC] FvC.

(3): If [Motor control type] CTT is set to [Sync.CL] FsY.

(1): If [Motor control type] CTT is set to [SVC V] vvc, [U/F VC 5pts] UF5, [Energy Sav.] N.D.

The following table shows the encoder parameters used for the safety

configuration:

Parameter

Description

Possible Values

[Encoder type] SC05

Type of encoder.

* Undefined

* No encoder used

¢ ABor HTL optionmodule
* EnDat2.2 optionmodule
* SSIoptionmodule

* SinCos optionmodule

¢ ABEmbedded

* SinCos embedded

[Encoder resolution] sc06

Resolution of encoder.

Setting range (the unit depends on the type

encoder used.

The setting of this parameter must be
consistent with the setting of [Encoder
rotation inv.] ENRT or the setting of [Emb
Enc Rotation Inv] EERT depending on the

of encoder).
* undefined
+ 1...65,535
[Encoder rotation inversion] sc07 Inversion of encoder rotation direction. e Inactive

e Active

90

BRU32661.02



Configuration of the safety system Variable Speed Drives

The following tables show the settings of the encoder parameters according to the
type of encoder and the type of control loop if an encoder option module is used:

NOTE: In case of open loop, [Encoder type] sC05 must be set to No
encoder used and the parameters [Encoder resolution] sc06¢ and
[Encoder rotation inversion] sC07 are not set. In this case, the safety drive
parameters [Emb Enc Usage] EENU and [Encoder usage] ENU and [Emb
Enc Rotation Inv] EERT and [Encoder rotation inv.] ENRT must be
configured to a setting different from [Speed Regulation] REG.

Parameters Closed loop
If [Encoder Type] UECP [SSI] ssT [EnDat 2.2] En22 [SinCos] sC
[Encoder usage] ENU [Speed Regulation] REG
Then [Encoder type] SC05 SSI optionmodule EnDat2.2 option SinCos optionmodule
module
[Encoder resolution] sc06 | Must be set to [Turn bit The number of bits per Must manually be set to [Sincos
resolution] ENTR value revolution must be entered lines count] UELC value
manually
[Encoder rotation * Inactive: If [Encoder rotation inv.] ENRT is set to [No] NO.
inversion] 5C07 ¢ Active: If [Encoder rotation inv.] ENRT is set to [Yes] YES.

Parameters Closed loop

If [Encoder Type] UECP [Hiperface] scup [AB] 2B [HTL] TL

[Encoder usage] ENU [Speed Regulation] REG

Then [Encoder type] sc05 SinCos option AB or HTL option module
module
[Encoder resolution] The number of lines Must be set to [Number of pulses] PGT value
SC06 must be entered
manually.
[Encoder rotation * Inactive: If [Encoder rotation inv.] ENRT is set to [No] NO.

inversion] sC07 * Active: If [Encoder rotation inv.] ENRT is set to [Yes] YES.

The following table shows the settings of the encoder parameters according to the
type of encoder and the type of control loop if an embedded encoder is used:

Parameters Closed loop
If [Emb Enc Type] EECP [AB] 2B [SinCos] sC
[Emb Enc Usage] EENU [Speed Regulation] REG
Then [Encoder type] SC05 AB embedded SinCos embedded
[Encoder resolution] sc06 Must be set to [Emb Enc Pulses | Must be set to [Emb Enc Sincos lines] EELC value
Nb] EPGT value
[Encoder rotation inversion] * Inactive:|f [Encoder rotation inv.] ENRT is set to [No] NO.
seo7 * Active: If [Encoder rotation inv.] ENRT is set to [Yes] YES.
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Transfer

After the configuration is activated, the drive may transition automatically to the
operating state Operation Enabled. Depending on the wiring and the configuration
of the drive, this may result in immediate operation.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION

+ Verify that there are no persons or obstructions in the zone of operation
before entering the activation code at the Graphic Display Terminal.

« Verify that you are fully aware of all consequences of entering the operating
state Operation Enabled.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTE: the activation code is not requested in case of a safety configuration
transfer.

The Transfer button allows you to transfer the safety configuration to the device
and compare the safety configuration data retrieved from the safety module with
the safety data configured in the DTM.

NOTES:
» During the configuration transfer, the device can be located using the ASF
LED.

* The Transfer button is enabled when :
> All the mandatory conditions are met.
o The device is connected to the DTM.
|

i & ‘You must configure Safety Address

PROfIS: Safety Configuration Transfer Validation & Activation Result

s
o Safety configuration transfer validated & activated successfully

A reboot of

R Comecte €2 §0Deveata set 2| Device 0 Modbus TCP:192.168.3.26 | roject Loaded

The activation code is displayed after the approval and activation code should be
saved by the customer for a future safety configuration cloning via display
terminal.

NOTES:

» The safety functions (SS1,SLS,SMS) must be deactivated through the safety
telegram output before transferring the configuration.

» IPAR configuration transfer is not compatible with the use of the safety
module.

*  When the PROFIsafe communication is running, before the safety
configuration, it is recommended to activate the STO function through the bit
Safe Torque Off of the Safety Output Telegram.
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Acceptance Test

Overview

The system integrator/machine manufacturer performs a configuration test of the
PROFIsafe module to verify and document the correct selection of the parameter
values. The system integrator/machine manufacturer hereby certifies to have
tested the effectiveness of the safety functions used. The configuration test must
be performed on the basis of the risk analysis. All applicable standards and
regulations must be adhered to.

AWARNING

LOSS OF SAFETY FUNCTION

Incorrect usage may cause a hazard due to the loss of the safety function.
» Verify that the engineering prerequisites still apply.

» Carefully perform each individual step.

*  Document each individual step.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

The purpose of the test is to verify proper configuration of the defined safety
functions and test mechanisms and to examine the response of dedicated
monitoring functions to explicit input of values outside the tolerance limits.

The test must cover all specific safety drive configured monitoring functions and
global safety functionality of the safety drive with the PROFIsafe module.

An acceptance test of the PROFIsafe module must be performed at the following
points in time:

« After the configuration for each machine,
» After changes to parameter values,
+ After changes to the machine (as per applicable standards and regulations).

Condition Prior to Acceptance Test

* The machine is wired up correctly.

» All motor parameters and command parameters must be correctly set on the
safety drive.

« The connection has been established between the safety controller and the
safety drive.
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Acceptance Test Process

Verify the effectiveness of all safety functions used.
Document each individual step of the test.

Do not release the system unless the system has successfully passed all
individual steps of the test.

The following steps can be executed for the system test:

Communication test: by verifying the safety telegram to confirm that the
communication is properly established.

Application test:
+ Start the motor and activate the safety functions according to the application.
» For each safety function:

o Activate and deactivate via the safety telegram output and verify the status
of the telegram Input.

o Verify that the motor behavior is consistent with the application.

» Verify the status of safety drive through the safety menu on the display
terminal.

Safety validation of the application test: Consists on validating the application
following the Safety Test Procedure defined by the system integrator/machine
manufacturer.

NOTE: The safety configuration test function can help to test the safety
functions, refer to [Safety Config Test] SCT menu, page 74.

Generate Safety Report

This feature has been added as an optional document to be printed to a PDF file.
It generates a safety report when one or several safety functions have been
configured and verified.

It contains the activation code and information of the safety configuration. This
report is deemed to be a machine signature and certifies that all the safety
functions are operational.

The report must only be generated if all individual steps of the tests has
successfully been passed.

If the safety drive configuration and/or the safety module configuration has/have
been modified, the safety report is no more verified. The acceptance tests must be
repeated, and the safety report must be generated again.

Generate Safety Report button is enabled in the following cases:

» Online, if the safety configuration has been transferred to the connected
safety drive and activated. In this case, the button remains enabled even if
the safety drive is disconnected to the commissioning software.

However, in case of modification of the safety configuration displayed on the
DTM, the button is disabled.

+ Offline, if the current session uses a SoMove Project File (.psx) of a
previously activated safety configuration. No modification of the configuration
must have been performed. It is possible to generate the safety report in
read-only mode.
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Operation with PROFIsafe

After configuring the safety drive, the drive displays a STO state.

The safety drive is in STO state by default. To deactivate the STO and allow the
torque to run the motor, a safety controller must be connected and configured to
open the connection between the safety controller and safety drive.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION

Verify that having a control command active on level cannot result in unsafe
condition after having disabled STO.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTE: for the applications that require it, a manual acknowledgment of the
control command activation on level can only be programmed in the safety
controller.

The command from the PLC to the safety drive can be enabled through the setting
of the safety telegram input and output bits:

Input:
Parameter Byte Attribute Description
(bit)

Torque disabled 0 0 1= Torque disabled

0= Torque permitted
Reserved 1 Reserved, must be set to 0.
SS1 active 2 1= SS1 active
Reserved 3 Reserved, must be set to 0.
Reserved 4 Reserved, must be set to 0.
Reserved 5 Reserved, must be set to 0.
Safety error 6 1= Safety error present

0= No error
Restart Required (1) 7 Indicate if a safety stop function is active and

waiting for a restart:

0: Restart not required

1: Restart required
SLS Active 1 1 1= SLS is active
Reserved 2 Reserved, must be set to 0.
Reserved 3 Reserved, must be set to 0.
Reserved 4 Reserved, must be set to 0.
Reserved 5 Reserved, must be set to 0.
SMS Active 6 1= SMS is active
Active SMS threshold 7 0= SMS threshold 1

1= SMS threshold 2
(1) Informative only. Can't be used by [PROFIsafe Controller] to decide safety-related action.
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Output:
Parameter Byte Attribute Description
(bit)

Safety Torque Off 0 0 1= Permit Torque

0= Disable Torque
Reserved 1 Reserved, must be set to 0.
SS1 Request 2 1= Activate SS1

0= Deactivate SS1
Reserved 3 Reserved, must be set to 0.
Reserved 4 Reserved, must be set to 0.
Reserved 5 Reserved, must be set to 0.
Reserved 6 Reserved, must be set to 0.
Safety Reset 7 0 —> 1 = Reset PROFIsafe error
SLS Request 1 1 1= Activate SLS

0= Deactivate SLS
Reserved 2 Reserved, must be set to 0.
Reserved 3 Reserved, must be set to 0.
Reserved 4 Reserved, must be set to 0.
Reserved 5 Reserved, must be set to 0.
SMS Switch 6 Switch between operating modes of SMS function,

see details in Safety Function SMS (Safe Maximum

Speed), page 53.
Reserved 7 Reserved, must be set to 0.

The safety controller is responsible for activating/deactivating the safety functions
of the safety drive when the communication is opened through the safety output
telegram. When no safety output telegram has been exchanged between the
safety drive and controller, the safety drive activates the STO function by default.

When the safety controller is stopped, the PROFInet communication is lost and
[Fieldbus Com Interrupt] CNF is triggered when PROFInet is the active command
channel. The [PROFIsafe Com State] ssv1 is in [Stopped] s006 state and STO

function is activated.

The timeout error is triggered when the time between cyclic exchanges have
exceeded the PROFIsafe timeout or the safety drive timeout. The first triggered
timeout is the one taking effect.

When the PROFInet watchdog is lower than PROFIsafe watchdog and [Ref Freq 1
Config] FR1 is set to a value different than [Ref. Freq-Com. Module] NET, the
[Safety 10 Error] STOF error is not triggered if the profinet cable has been

unplugged.
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What’s in This Part

Operating States......c..uuiiii i 98
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Operating states

The table provides the different operating states for the PROFIsafe module:

Name Description

[Starting] Initialization ongoing but not completed.

[Not Rdy To Switch On] PROFIsafe module initialization is completed.
[Switch On Disabled] Safety drive initialization is completed but

PROFIsafe controller has not started validating
the cyclical exchanges.

[Ready To Switch On] Configuration of PROFIsafe module is
completed.

[Operation Enabled] Safety drive is in operational mode. STO is
deactivated.

[Fault] Safety error triggered.

[STO Active] Safety function STO is active.

[SS1 Active] Indicates that the safety function SS1 is

triggered (for example, due to the emergency
stop via an actuator).

NOTE: The PROFIsafe module operating state machine is different from the
safety drive operating state machine.
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Detected Errors

Overview

The safety-related errors are classified as follows
* SI0F: Safety-related 10 errors.
+ sAvrE: Safety function violation error.
* SCFF: Safety-related configuration error.
e INFT:[Internal Error 18].

When an error is detected by the PROFIsafe module, the drive displays one of the
previous errors depending on the cause(s).

This detected error is completed with one or several error codes in order to
provide more information on the probable causes and remedies.

The error codes can be accessed by scrolling at the bottom of the window
displayed on the Display Terminal when an error is triggered. They can also be
accessed in the menu [Complete settings] CST =) [Safety Module] osM -=p
[Safety Module Error] sMLE for the drive errors and [Safety Module Errors] sME
for the safety module errors or via the Safety Display tab of the commissioning
software. The "i" info button of the display terminal gives access to detailed
troubleshooting messages.

NOTE: If several errors are detected simultaneously, the first detected error
defines which safety related error code will be displayed.

Device fault behavior

The PROFIsafe device Fault of status byte is always set to 0. When a class 4
error occurs, the PROFIsafe communication is stopped by the safety drive.

Error Class

The PROFIsafe module triggers errors. The errors can be grouped by classes as

following:
Error Class | Stop category Description
(as per IEC
60204)
0 _ Warning: an event has been detected. No interruption of the
movement.
2 0 An error has been detected. The safety function STO is
triggered and the power stage is immediately disabled.
Error class 2 could be resettable.
3 0 An error has been detected. The safety function STO is
triggered and the power stage is immediately disabled.
Errors class 3 could be resettable.
4 0 An error has been detected. The safety function STO is
triggered and the power stage is immediately disabled.
Errors class 4 are non-resettable.
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PROFIsafe Error Reset

Resettable error: After the cause has been removed, this detected error can be
cleared via:

* PROFIsafe telegram (safety output telegram) or a power cycle of the safety
drive when the safety connection between the safety drive and the safety
controller is established.

NOTE: PROFIsafe telegram does not clear the drive resettable errors not
linked to the PROFIsafe module.

» Assignment of [Fault Reset Assign] RS function or Bit related to fault reset
of [Cmd Register] cMD or a power cycle when the safety connection between
the safety drive and the safety controller is not in data exchange state.

Non-resettable error: After removing the cause, this detected error requires a
power cycle of the drive to be cleared.

Note:

* [Product restart] RP or [Prod Restart Assign] RP2 is equivalent to a power
cycle. When using this feature to clear the safety error, the safety drive takes
longer time to be in RDY state mode than a standard drive (with no
PROFIsafe module) (more details of the parameters in the ATV340
Programming manual, page 11).

» If aresettable error and a non-resettable error are detected at the same time,
the non-resettable error cannot be reset manually. After removing the causes,
these detected errors require a power cycle of the drive to be cleared.

» When an error is triggered by the PROFIsafe module, it is communicated to
the drive. Similarly, the drive can also trigger an error.

If both the drive and the PROFIsafe module detect an error, and the safety
error is cleared via the safety output telegram, it is necessary to clear the
drive error separately by performing a power cycle or using [Fault reset] RST.

It is possible that the same cause triggers errors in both the drive and the
PROFIsafe module.
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[Safety 1O Error] SIOF errors

The table provides the list [Safety 10 Error] sTOF detected errors

SMEOBD

encoder and its wiring.

Error Code Decimal Error
value Probable Cause Remedy Sass
[PROFIsafe COM 327 PROFIsafe communication + Verify the environment
Error] sME147 integrity error (electromagnetic
» Electromagnetic compatibility)
disturbances on network » Verify and replace
* Inoperative network netv;ordk equipment if 2
equipment corrupting heede
messages + Contact your local
* Inoperative network Schne|detr Flectrlc
equipment misrouting representative.
messages
[PROFIsafe Timeout] | 339 + Communication loss Verify and replace network
SME153 . Cable unplugged equipment if needed )
* No safety telegrams are
received
[Internal 24V OverV] | 96 Internal 24Vdc overvoltage Contact your Schneider
SME060 Electric Customer Care 2
Center (CCC).
[Internal 24V UnderV] | 109 Internal 24Vdc undervoltage. Contact your Schneider
SMEO6D Electric Customer Care 2
Center (CCC).
[Unexpected STO] 212 + STOis requested from * Verify that drive STO_A
SME0D4 Drive terminal. and STO_B are wired to
» The safety module has 24V. 3
detected an error on STO » Contact your local
circuitry Schneider Electric
representative.
[SinCos Embd 112 SinCos embedded signal. Verify the encoder and its 3
Signal] sME070 wiring.
Detected error on encoder
signals.
[SinCos Opt Signal] 147 SinCos option module signal. Verify the encoder module, the | 3
SME093 encoder and its wiring.
Detected error on encoder
signals.
[Encoder Error] 148 Encoder error. Verify the encoder module, the | 3
SME094 encoder and its wiring.
[Enc Signal Overcur] | 149 Encoder signal overcurrent. Verify the encoder module, the | 3
SMEQ95 encoder and its wiring.
[Encoder Signal 150 Encoder signal spike. Verify the encoder module, the | 3
Spike] sME096 encoder and its wiring.
[Enc Channel A 185 Encoder channel A is open Verify the encoder module, the | 3
Open] SMEOB9 encoder and its wiring.
[Enc Channel B 186 Encoder channel B is open Verify the encoder module, the | 3
Open] SMEOBA encoder and its wiring.
[Endat RCV1 Error] 189 Endat RCV1 error Verify the encoder module, the | 4
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Wirebreak] sMEOE2

wirebreak.

wiring.

Error Code Decimal Error
value Probable Cause Remedy Class

[Endat ERR1 Error] 190 Endat ERR1 error Verify the encoder module, the | 4
SMEOBE encoder and its wiring.

[Endat CRCPTY 191 Endat CRCPTY error Verify the encoder module, the | 4
Error] SMEOBF encoder and its wiring.

[Endat MSADR Error] | 192 Endat MSADR error Verify the encoder module, the | 4
SMEQOCO encoder and its wiring.

[Endat ERR2 Error] 193 Endat ERR2 error Verify the encoder module, the | 4
SMEOC1 encoder and its wiring.

[Endat WDOG Error] | 194 Endat watchdog error Verify the encoder module, the | 4
SMEQOC2 encoder and its wiring.

[Endat Power Error] 195 Endat power error Verify the encoder module, the | 4
SMEOC3 encoder and its wiring.

[Resolver Speed 201 Speed exceeds maximum Verify the encoder module, the | 4
Error] sMEOC9 tracking rate encoder and its wiring.

[Resolver Signal 203 Sine signal and Cosine signal Verify the encoder module, the | 4
Error] SMEOCB are inconsistent encoder and its wiring.

[Resolver Signal 204 Sine signal or Cosine signal is | Verify the encoder module, the | 4
Error] sMEOCC out of range encoder and its wiring.

[Resolver Signal 205 Sine signal or Cosine signal is | Verify the encoder module, the | 4
Error] sMEOCD lost encoder and its wiring.

[Resolver Signal 206 Sine signal or Cosine signalis | Verify the encoder module, the | 4
Error] SMEOCE clipped encoder and its wiring.

[AB Embd 226 AB embedded encoder Verify the encoder and its 4
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[Safety Violation] SAVF errors

The table provides the list [Safety Config Error] sCFF detected errors

Test] sSMEODC

been detected by safety
module

Electric Customer Care
Center (CCC).

Error Code Decimal Error
value Probable Cause Remedy Sass
[SS1 Ramp Violation] | 17 Insufficient motor deceleration + Verify the drive and 3
SME011 during SS1 machine configuration.
+ Verify the motor
frequency.
[Low Temp Warn] 28 Temperature exceeds lower Verify environment 0
SMEO01C limit (warning). temperature
[High Temp Warn] 29 Temperature exceeds upper Verify environment 0
SMEQO1D limit (warning). temperature
[Motor Freq 44 The monitored motor frequency | « Verify the safety module 3
Deviation] sME02C is different channel A and motor and encoder
channel B. parameters.
» Verify the drive control
loop settings.
* Replace the safety
Module.
[Low Temp Error] 95 Temperature exceeds lower Verify environment 4
SMEQS5F limit. temperature.
[High Temp Error] 97 Temperature exceeds upper Verify environment 4
SME061 limit. temperature.
[SS1 Repeat 104 Maximum number of SS1ramp | « Verify the drive and 4
Violation] sME068 violations has been reached machine configuration.
* Verify the motor
frequency.
[Sfty Fctin 113 Safety function activated in Contact your Schneider 3
Freewheel] SME071 freewheel. Electric Customer Care
Center (CCC).
[Monit Ramp 169 Insufficient motor deceleration » Verify the drive and 3
Violation] sME0R9 during monitored ramp machine configuration.
» Verify the motor
frequency.
[SLS Thd Violation] 171 Motor frequency exceeds SLS » Verify the drive and 3
SMEOAB threshold machine configuration.
» Verify the motor
frequency.
[SMS Pos Violation] 180 Motor frequency exceeds SMS » Verify the drive and 3
SMEOB4 positive threshold (violation machine configuration.
response: STO with error) « Verify the motor
frequency.
[SMS Neg Violation] 181 Motor frequency exceeds SMS » Verify the drive and 3
SMEOB5 negative threshold (violation machine configuration.
response: STO with error) - Verify the motor
frequency.
[Unallowed IGBT 220 Unallowed IGBT tests have Contact your Schneider 3
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Detected Errors

[Safety Config Error] SCFF errors

The table provides the list [Safety Config Error] sCFF detected errors

Version] SME0D9

the drive software are
incompatible.

Error Code Deci- Error
mal Probable Cause Remedy
value Class
[Corrupted 50 Corrupted configuration. Contact your Schneider
Config] sME032 Electric Customer Care 4
Center (CCC).
[Board 244 Drive control board is Contact your Schneider
Compatibility] incompatible with safety module. | Electric Customer Care 4
SMEOF4 Center (CCC).
[PROFIsafe 338 Reserved output bit of telegram | Verify the PLC program
Rsvd Bit Usage] is set. 2
SME152
[SS1 PROFIsafe | 342 * Function SS1 is requested » Verify the safety
Conf] sME156 via PROFIsafe F-Output controller program
ol s |+ eriy the PROFsare
9 module configuration 2
» Mistake in safety controller
program
» Wrong configuration in
PROFIsafe module
[SLS PROFlsafe | 343 » Function SLS is requested » Verify the safety
Conf] sSME157 via PROFIsafe F-Output controller program
data although the activation :
. ) » Verify the PROFIsafe
of SLS is not configured module configuration )
+ Mistake in safety controller
program
*  Wrong configuration in
PROFIsafe module
[SMS PROFIsafe | 344 * Function SMS is requested * Verify the safety
Conf] sME158 via PROFIsafe F-Output controller program
data although the activation :
; ; + Verify the PROFIsafe
of SMS is not configured module configuration X
+ Mistake in safety controller
program
» Wrong configuration in
PROFIsafe module
[Config Dwnid 25 Transfer error between drive and | Try downloading the 0
Timeout] module. configuration again.
SMEO019
[Config Dwnid 27 Configuration download error. Contact your Schneider 0
Error] SMEO1B Electric Customer Care
Center (CCC).
[Conf Transfer 45 Configuration transfer aborted. Contact your Schneider 3
Aborted] Electric Customer Care
SME02D Center (CCC).
[Incompatible 217 The safety module software and + Verify the compatibility 4

software version of the
drive and the safety
module.

+ Contact your local
Schneider Electric
representative.
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Error Code Deci- Error

mal Probable Cause {z Remedy

value Class
[Motor Ph 218 Safety module and Drive motor | Verify safety module and drive | 3
Inversion] phase inversion configurations configuration.
SMEODA are inconsistent.
[Encoder 219 Safety module and Drive Verify safety module and drive | 3
Inversion] encoder inversion configurations | configuration.
SMEODB are inconsistent.
[Incompat Enc 243 Encoder module is incompatible | Contact your Schneider 4
Option] SMEOF'3 with safety module. Electric Customer Care

Center (CCC).

[Board 244 Drive control board is Contact your Schneider 4
Compatibility] incompatible with safety module. | Electric Customer Care
SMEQOF4 Center (CCC).

[Internal Error 6] INF6 error

Error Code

Probable Cause [@

Remedy @

[Internal Error 6] TNF6

* The option module installed in the .

drive is not recognized.

« The drive firmware version is not

compatible with the PROFIsafe
module

module.

Verify the catalog number and
compatibility of the option

* Update the Firmware version.

For more details about detected errors, contact your local Schneider

representative.

To access the probable causes and remedies for the errors triggered by the
PROFIsafe module on the Graphic Display Terminal, navigate to [Safety Module
Error x] SMEx (for more information, refer to Dedicated Safety Function menu in

the Display Terminal, page 73) using the Graphic Display Terminal and then press
the "i" button. A Cause & Remedy message is displayed.

[Internal Error 18] INFI errors

The table provides the list of [Internal Error 18] INF T detected errors

Error Code Decimal Error
value T % Class
Probable Cause Remedy
[Incoherent Mot Curr] 223 Incoherent Motor Current. Contact your Schneider Electric 4
SMEODF Customer Care Center (CCC).
[Motor Overcurrent] 236 Motor Overcurrent. Contact your Schneider Electric 4
SMEOEC Customer Care Center (CCC).

For more details about detected errors [Internal Error 18] TNF T, contact your

local Schneider representative.
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[Safety Module Error] SMLE

The following table shows the dedicated errors displayed via [Safety Module
Error] SMLE parameter:

Value range Description

[Internal Com Error 1] CrRCA Acyclic data CRC.

[Internal Com Error 2] CRCC Cyclic data CRC.

[Internal Com Error 3] wTB Wrong toggle bit.

[Conf Download Error1] DSEQ Error during download sequence.

[Conf Download Error2] vseQ Error during validation sequence.

[Internal Com Error 4] TUNN Wrong tunneling data.

[Cfg Readback Error] RBAK Error during configuration readback sequence.
[Conf Download Error3] DCNFE Download configuration error.

[Partial Conf Transfer 2] NSCF Safety custom file missing/invalid.

[Pairing Error 2] wscr Password pairing error drive/module.

[Partial Conf Transfer 1] NOCF Configuration file missing/invalid.

[Pairing Error 1] wcr Configuration CRC pairing error drive/module.
[Internal Conf Error] PCNF Internal issue with safety custom file.

[Invalid Motor Conf] wCCF Wrong control motor law.
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Maintenance and decommissioning

What’s in This Part

Remove or replace the safety drive............coooeiiiiiii i 108
Remove or replace the safety controller ...............ooooiiiiiiiiii 109
Clone the safety drive ....... ..o 110
Decommission the safety drive...........cooooiiiiii e, 111

Safety instructions

AWARNING

UNANTICIPATED EQUIPMENT OPERATION
» Carefully follow the instructions given in this chapter.
» Do not operate the Safety drive with unknown or unsuitable settings or data.

» Perform a comprehensive commissioning test to verify that modification of
the hardware has been done properly.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.
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Remove or replace the safety drive

Remove or replace the safety drive

The safety drive configuration must be saved during the commissioning part into
using Somove/DTM (for more information refer to DTM online help) or using
Graphic Display Terminal, the firmware version of the new drive is compatible with
PROFIsafe (V4.3IE37_B23 and above):

Power off the safety drive.

Unplug the PROFIsafe module from the drive.

Mount the new drive onto the safety system and plug the PROFIsafe module.
Power on the new safety drive.

If the configuration has been saved using SoMove/DTM:

o Select Edit Connection/Scan and scan to discover the safety drive through
the IPv4.

o In the Safety Conf tab, click Transfer button which opens the Locate
Device box. After locating the device, the safety configuration Readback
Values must be verified and accepted, once accepted, the safety
configuration is transferred and activated, and the displayed activation
code must be copied and stored.

If the configuration has been saved using the display terminal or webserver:
o Restore the configuration using the "Copy to the device" function.
o Restart the safety drive.

If the safety module of a configured safety drive has been inserted in another
configured drive, the safety configuration is deleted from both the drive and
the safety module and no error is triggered.

The safety drive is now ready to establish the connection with the safety controller.
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Remove or replace the safety controller

To replace the safety controller:
» Power off the safety controller.
+ Uninstall the safety controller.
* Mount the new safety controller.

* Reset the Safety Configuration of the safety drive by navigating in the display
terminal menu "Safety Config Reset" if the new safety controller program
has been modified.

» Power on the safety controller

* Restores the safety controller configuration using TIA Portal and its saved
project.

* Restore the safety configuration using SoMove/DTM:

In the Safety Conf tab, click Transfer button which opens the Locate Device
box. After locating the device, the safety configuration Readback Values must
be verified and accepted, once accepted, the safety configuration is
transferred and activated, and the displayed activation code must be copied
and stored.
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Clone the safety drive

Verify that the firmware version of the drive is compatible with PROFIsafe module
(V4.3IE37_B23 and above), otherwise a firmware update is required.
To clone the safety drive:

+ If the safety drive configuration is previously saved on:

o Enter the safety activation code displayed during the transfer. If lost,
connect to the DTM and do a transfer of the configuration to get the same

activation code at the end.
o Display terminal:
— Restore the safety drive configuration.
— Restart the safety drive.
o SoMove or Webserver:
— Restore the safety drive configuration, see ATV340 DTM online help for
more details on how to restore a drive configuration.
— Connect to the safety drive. Restart the safety drive.
» The safety drive safety functions are now activated and ready to connect to
the safety controller.

NOTE: the F_address of the new cloned safety drive must be modified to have
a unique F_address on the network.

NOTE: The activation of a safety configuration must be executed via a local
connection.
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Decommission the safety drive

Consider performing decommissioning at the end of the device’s lifecycle as a
recommended practice.

The process of decommissioning the safety drive involves resetting the safety and
non-safety configuration.

First the safety configuration must be reset through the "Reset safety
Configuration" menu on the display terminal..

After this step is completed, the drive configuration can be reset by selecting the

[Go to Factory Settings] GFs in the [File management] -P[Factory settings]
menu on the Display Terminal several screens to consider are displayed.

AWARNING

UNANTICIPATED EQUIPMENT OPERATION

Verify that activating this function does not result in unsafe conditions.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.
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Glossary

D
DTM:
Device Type Manager

A DTM is a device driver running on the host PC. It provides a unified structure for
accessing device parameters, configuring, and operating the devices, and
troubleshooting devices. DTMs can range from a simple graphical user interface
(GUI) for setting device parameters to a highly sophisticated application capable
of performing complex real-time calculations for diagnosis and maintenance
purposes. In the context of a DTM, a device can be a communications module or
a remote device on the network.

G
GSDML:

The GSDML (General Station Description Markup Language) is an XML based
description language for PROFINET Devices.

P
PLC:

Programmable logic controller.

PTI:

(Proof Test Interval) Periodic test performed to detect failures in a safety-related
system
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